15
1

[image: image1.wmf]
June 2001

             Assistant Auditor General Gert Jonsson


The auditor in focus – Strategy for IT support in government audit

1. Constant demands for increases in efficiency and productivity

The demands being made on most of the Supreme Audit Institutions in the world are changing and increasing. The public sector operations that are the subject of their audits are becoming increasingly complex – legislation, Parliaments and governments demand more of the central government bodies, demands for reports are increasing while available resources are often scarce.

There is usually no lack of information about pubic sector activities. Rather the contrary. Government bodies – governments, government agencies, government-owned companies and other wholly-owned or partly-owned organisations – produce vast quantities of information about their activities. Political parties and other interested parties pay close attention to the activities of government and produce, in turn, a wide variety of information on government. This often leads to a situation in which Parliaments, the citizens and the mass media express demands that the audit shall verify the information – determine what is correct and relevant. The auditors are expected to be the ever-present white knights in an unpleasant world of information and disinformation.

Where the audit institutions are concerned, this constitutes a challenge, not least since their resources are also scarce. In other words the audit institutions shall audit larger and more complex operations than before, with greater speed and better quality. This increase in the demands placed on the audit can be met in several ways, but fundamentally it is a question of auditors – people who need to extend and deepen their knowledge and who must work methodically with their duties.

In the government audit, within the framework of our annual audits of government agencies, government-owned companies and other organisations, we have decided to meet these challenges in three ways in the RRV (Riksrevisionsverket – The Swedish National Audit Office – in short) :

· A common approach, a standardised audit process and modern methods have formed the foundation of an audit guide for the annual audit. The guide constitutes the basis of all the RRV’s work with annual audits.

· A professional training programme based on the guide together with an increase in the level of qualifications required of persons seeking employment at the RRV.

· Highly developed IT support for the auditors.

We have successfully implemented the first two ambitions. We have established an audit guide which is in the front line of annual auditing. The guide is being continuously maintained and developed. We require academic qualifications in relevant areas of persons applying for employment as auditors at the RRV and, for the last three years, we have run a five-year professional training programme which, in principle, includes all auditors and which has a final examination organised by an external body, the Supervisory Board for Auditors. This training programme has been specially adapted for the audit of government activities.

The third area mentioned above, IT support, requires a long-term approach, a sustainable strategy and financial resources. Developments in this area tend to take place in stages. This paper describes a process in which we have come half way, which is partly determined by the situation which applies specifically to our organisation, but which nonetheless probably has generally validity.

2. The Swedish public administration model

In an international perspective, the Swedish ministries are very small, often with around 200 employees. Parliament and the Government steer the operations of the government agencies through legislation and through special decisions of the government, all of which are, in principle, written documents. When the agencies have received their directives and the funds for their operations, they shall execute decisions within the framework of these written documents. There are some 270 central government agencies – some extremely large, others relatively small – and, in addition, there are regional and local agencies under the central agencies. This is the case, in principle, for all central government operations – the legal system, defence, the labour market, social insurance, environmental controls and so on. All the central agencies are obliged to make reports to the Government and they must all submit an annual report, including a finacial statement, to the Government within two months of the end of the fiscal year. The audit shall examine and express an opinion on all these annual reports, as well as on the annual reports of certain government-owned companies and other organisations.

The annual audit’s examination is shown below and, among other things, follows the COSO perspective in its entirety:
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One broad perspective of our annual audits is our examination of the management and administration of the agency – we do not merely audit the accounts. These types of audits could be designated comprehensive audits but, for the sake of simplicity, we have chosen to call them annual audits.

Parliament has recently decided that a new audit institution shall be established under Parliament. It will commence its duties in the beginning of 2003. Among other things the new audit institution shall take over the duties and responsibilities that at present lie with the present audit institution, but its mandate will be extended to include the Government. A new audit act is in the process of being drawn up.

3. A fundamental concept

IT systems for administrative duties – and this includes the audit – often have their point of departure in the needs of the organisation. The management of the organisation needs to make sure that the organisation and its staff are doing what management expects of them. One often hears the term “users” in attempts to specify system requirements, but in this context the users are regarded as a collective mass and the needs of management still carry most weight. The consequence of this is often that IT systems are too complex, uninteresting and sometimes even redundant for individual members of staff.

Our point of departure has been to focus specifically on the individual auditor and to try to give prominence to the information needs of individual auditors. “The auditor in focus ” has been and still is our motto for our development work. This can possibly seem trivial but, in practice, it is of considerable importance for the content of the IT support and for the forms for its development.

4. A great deal is free

To be able to put our development ideas and IT initiatives into a general perspective, it is necessary to provide a brief description of our point of departure. When the present development phase started in 1998, the National Audit Office already had IT support – in other words there was a great deal that was free from the start.

· As early as the end of the 1980s all members of staff had their own PC linked to a network which did not merely cover our headquarters in Stockholm but also our other offices.

· The general level of IT skills in the organisation was relatively high, not just the skills of the experts but also those of the normal users.

· Also ten years ago a number of members of staff had access to portable PCs that could be connected to the central network via a telephone.

· Government organisations in Sweden – not least the RRV – have a relatively small administrative superstructure. This means, for example, that the number of secretaries and other support staff is, by tradition, small. The auditors thus work alone, for example with word processing, databases, file analyses and so on. Instead of going via a handwritten manuscript, the auditors have been working directly with computers at the text stage for a long time. The auditors are mostly able to correct errors, edit, store and print their documents themselves. This applies to all levels in the organisation from top management, through middle management, the auditors and other members if staff. In other words IT has been a natural part of the professional work of auditors for a long time.

· IT maturity is high throughout the Swedish society. Schoolchildren are trained to use computers at school at an early age and a very large proportion of households in Sweden have access to computers connected to the Internet.

5. Our dream

The auditor’s need of information

We started by drawing up a picture of what we wanted to achieve in 3 to 5 years time and we called this our dream picture.
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The basic idea was to provide the individual auditor with information in six separate areas. The auditor would have access to information no matter where he or she was – at the office, at the auditee, at home, travelling in the country or on an international assignment.

· The audit guide would be available in the computer either downloaded on the hard disk or through connection with the central network.

· The auditor would also have access to central information on auditees. This file would include all auditees which the RRV is responsible to audit (some 450 government organisations).

· All reports, i.e. audit reports, reports and memoranda would be stored in such a way that all members of staff could always have access to them.

· Stable support for regular office routines would be available. This would include word processing, spreadsheets, e-mail, travel administration, presentations and so on.

· The auditor would also have access to external sources of information, either via a special connection to other organisations or via the Internet. It has subsequently proved to be the case that the Internet meets all essential needs of information.

· Furthermore the auditor needs access to modern and practical analytical tools and, in the long term, IT support that naturally follows the individual stages in the audit process.

There should be links between these quantities of data, for example it should be possible to search from a concept described in the guide for the corresponding concept in the document database.

Keeping track of the auditees

The number of auditees varies between the Supreme Audit Institutions. In some cases the Supreme Audit Institutions mainly express an opinion on the annual report of the state. However, where most countries are concerned, the audit has the obligation or the right to examine and express an opinion on the annual report of each ministry, independent administration, state-owned companies and other organisations that are financed in one way or another by government funds and which are obliged to report to the government. Usually the audit responsibility includes rather a large number of non-governmental organisations. Requirements in respect of these organisations  -where their administration by their management, accounting principles, reporting requirements and so on are concerned – varies, due among other things to the legal basis on which they operate, if their operations can be regarded as completely governmental or a type of joint venture, their size, location etc. There are usually a large number of exceptions from the general rules. It often proves to be the case that the Government and Parliament have not been precise when defining requirements of the aspects mentioned. However, there are of fundamental importance for the examinations of the audit institution. The incidence and expansion of so-called “quangos” (Quasi Non-Governmental Organisations) has exacerbated the problem. For our part this has had the result that we have found reason to build up a special register of all auditees which includes the following data:

· Organisation’s name, address and other basic information.

· Auditor in charge and participating auditors.

· The basic requirements for accounting and reporting that apply to the organisation (for example exemption from general rules).

· Names of contact persons in the organisation.
The register also contains all reports on each organisation for the last few years. With the aid of the register it is a simple procedure to search for documents in the database.

Communications and accessibility

A central feature of our development philosophy is, as mentioned above, that the auditor is in focus. One point of departure of our work is that the auditors shall mostly be at the auditees. Visibility and accessibility seen from the perspective of the auditee is essential, for example in consideration of their confidence in the auditors. Even if the audit can, to a certain extent, be performed in the audit institution’s own premises, for example due to the increase in the possibilities available to obtain accounting data from the auditee for analysis via the Internet, it is essential that the auditors are also at the auditee. The auditors should therefore, as far as possible, have access to information, regardless of where they happen to be at any point in time. In consideration of the extensive amount of travel they undertake, it can often also be effective for auditors to work from home at certain times.

All in all this had had the effect that we took the following measures:

· All auditors now have their own portable computers. The auditors normally only have one computer at their disposal. To facilitate their work at their own workplace, the portable computers can be docked to the network and connected to separate screens and keyboards. Docking in this way also permits automatic synchronisation of programs and files (the RRV uses Windows 2000 as its system), updating of virus programs etc.

· The computers have an inbuilt modem and can be connected to the RRV’s network via a telephone link. However, we do not yet have full functionality for connections of this type due to certain outstanding problems in respect of security, firewalls and so on.

· All auditors have their own mobile telephone and thus have full accessibility via the telephone. Occasionally the auditors also transfer data to and from their PCs via their mobile telephones. However this is not a general possibility for all due to the low speed of data transmission and the relatively high cost of calls for transferring data via the mobile telephone.

6. The present situation

Now, some years later, we can see that we have proceeded a long way towards achieving our goal. In general we have covered the shaded area in the following picture. 
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To this it should be added that the RRV has migrated from its former network operating system – a system more than ten years old and no longer on the market – to a new system based on Microsoft products. At the same time Office support has been renewed and now we mainly use Microsoft’s standard products. We have made the assessment that the further development of applications for the audit necessitates a stable, standardised platform, and this is one important part of the reason for migration.

At the same time we still lack full functionality in the following respects:

· When working from portable computers outside the normal working place, the auditors do not have access to the entire network. It is no problem at all to read and write e-mail, read diary information and attached files. The Internet can also be reached without great difficulty and this, among other things, gives the auditor access to Parliament’s database on all current legislation and regulations, the reports of Parliament and the Government, information from government agencies and other organisations, and to a certain extent, also accounting data from auditees. On the other hand the audit guide, the register of auditees and the document database cannot be reached unless the audited has downloaded this information into his own computer in advance.
· The possibility available to the auditor to connect his computer to the RRV’s network is also often limited for practical reasons. It can be difficult –at hotels or the auditee’s office – to find a telephone that permits a simple connection to be made. In the long term it may therefore be necessary to extend the possibility for connection via mobile telephones.
· Tools that support the audit process are only partly available. The latest version of IDEA is available as a general tool for analyses. On the other hand it is still necessary to acquire or develop audit tools which support the entire process including support for current documentation, risks analysis and audit planning. More on this below.

7. Use of IDEA 

The quantity of information generated in the Swedish government agencies and other government organisations is considerable and growing. To be able to audit all this information on the basis of risk and materiality, the auditor must have access to analytical tools which can handle and structure large amounts of data. The RRV has used IDEA and ACL for this purpose. A few years ago the RRV chose the latest version of IDEA as a general tool for file analyses, i.e. to group and index data and to make extractions, calculations, statistical summaries and samples. We use this tool to a great extent as a form of support for making samples based on risk and materiality. However, the tool is also used to search for double registrations of data and gaps in number series.

IDEA can be used for all types of data that are registered electronically. It is therefore not merely useful in financial systems.

To enable work with the analytical tool to function well, the collection of data should be standardised, i.e. standardised reports drawn up at the request of the auditor should be sent regularly to the auditor. The agencies are obliged to provide the audit with the accounting data needed by the audit. For our part, the collection of data is done in various ways, via DC-ROM, diskettes and via the Internet.

The use of IDEA varies in the RRV.  This is partly due to the varying degrees of expertise on the part of the auditors in using the tool. It is also dependent, to a certain extent, on the financial system used by an agency. Advanced financial systems often have flexible reporting systems which make it possible for the auditor to obtain analysable information directly from the systems.

8. Tools that support the audit process 

As mentioned above, there is still no tool that supports the entire audit process with functions for regular documentation, risk analysis and audit planning. Several national audit institutions have considered acquiring or developing systems of this type and several are at the same stage of development as we are.

As early as three years ago the RRV made tests of a complete tool developed and made commercially available by one of the large global private accounting firms. In brief the result of the test was that the system proved to have a high degree of functionality in the above-mentioned respects, but it was not adapted to our audit environment. We made the assessment that considerable inputs would be necessary to include the parameters that are relevant for the audit of government bodies in Sweden. At this point in time we still had not developed our audit guide and thus had not established our own general approach and methods. The system was also expensive: high license fees and the costs of adapting the system to our requirements added up to such an amount that it was not tenable to acquire the system. We also made the assessment that it was not appropriate to make ourselves dependent to such a great extent on one single supplier.

We realised that it was not possible to continue working on a tool of this type before we had determined the fundamental requirements. It was only when the guide was finally approved and implemented through our human resource development programmes that these fundamental requirements were in place. We have now started a new project in this area.

Aim

The project shall lead to the following results:

· Elucidate the organisation of the audit process as described in the audit guide.

· Describe in outline how IT support should function and, with this as the point of departure, design a “business case”.

· Provide data for decisions on investments in IT support.

After a decision has been reached on the level of ambition, the project shall finally produce:

· A specification of requirements that makes procurement possible.

· A plan for implementation.

Project organisation

We have an external project leader from a firm of consultants, but the other members of the project group are auditors from the department. Department management comprise the steering group and, in addition, there is a reference group of specialists.

Survey of the present situation

In the first phase of the project, a survey of the present situation has been made. The project has produced basic data on the audit process and made a survey of existing tools inside and outside the RRV. It has also made a needs analysis.

A questionnaire has been distributed to all employees and the responses have been summarised and reported. The responses to the questionnaire show that, in the first place, Office support (Word, Excel, Outlook, Explorer) is used in the daily work, while more specialised support tools in the form of IDEA and the register on auditees are used intermittently and to greatly varying degrees.

Both the results of the questionnaire and the project group’s analysis indicate that a future audit tool would make it possible to improve the quality of department’s audit work and a reduction in time inputs. An audit tool would make it possible to:

· Create electronic files with good accessibility.

· Increase efficiency and improve quality through uniformity and integration.

· Ensure observance of the phases of the audit process.

· Improve the utilisation of resources.

· Increase the attractiveness of the RRV as an employer through the use of modern tools in the audit.

Decision on the future focus of the project

The results of the project group’s survey have been compiled in a report “Analysis of the present situation - audit tool project” with proposals for the formulation of requirements. On the basis of the report, the steering group decided, at its meeting on April 2, 2000:

· All phases of the audit process shall be included in the next specification phase, with the same focus on all phases.

· Analysis of operations (continous risk analysis) shall be included in the next specification phase. In this phase the project group shall make it clear that the analysis of operations takes place during the entire audit process, i.e. it runs in parallel with the various phases of the audit process.

· In the audit tool specification phase, the tool shall be described from the concepts of functionality, integration, technique and security.

· In the next specification phase, the tool shall be described on the basis of its possibility of ensuring the observance of the audit process as laid down in the audit guide and the observance of good practice.

· The implementation plan shall be supplemented by a proposal on how the toolbox shall be administered in the operative organisation.

Specification phase

In the spring and summer of 2001 the project will perform the labour-intensive specification phase where the aim is to describe in outline how IT support should function and then, with this as its pint of departure, draw up a “business case”.

Objective

The objective is to take into operation, in the year 2002, fully or partly, a system which meets the three basic criteria of functionality:

· Support for regular documentation, including electronic files.

· Support for risk analysis.

· Support for the planning of audit projects.

In parallel with this, work will be done on improving accessibility to the RRV’s network with the aim of achieving a greater degree of geographical independence, i.e. the auditor shall be able to work with the IT support regardless of his/her location.

9. Conclusions and points of departure for further work

As can be seen from the above, during the last few years we have worked on the basis of certain fundamental ideas and principles. Now, a small step into the development phase, we also have experience of both successful and less successful aspects. We should be able to use both as our point of departure for our work in the future.

Technology and cost are still obstacles

Technical developments have been unparalleled during the last few years, not least through communications technology and the Internet. However, the possibility of utilising the technology has been limited by the fact that costs are still high. While computers and hardware have often become considerably cheaper and the costs of systems development have been simplified through new development tools, the costs of communication, particularly mobile communication, have remained at a high level. The Internet has led to radical simplifications in communications but security problems have increased through the high levels of use. The risks can often be countered within an organisation through the intranet, but are still difficult to overcome in external communications.

The users are not active

Even if we have determined that the audit tool shall be constructed on the basis of the needs of individual auditors in their daily work, and although we have organised the construction of the system “according to the textbook”, it is still difficult to achieve the understanding, participation and engagement of all members of staff. One probable explanation for this is that the members of staff who participate in projects or reference groups develop an interest in, and work intensively with, the project on the basis of their own experience and are not given – or do not give themselves – sufficient time to provide information and have talks with other members of staff.

Costs of operation and administration are sometimes underestimated

Although it is extremely well known that systems do not merely cost money to build, they also cost money to implement and administer, problems pertaining to organisation and costs for regular administration are often underestimated.

All in all this should have the effect that further work on the project should be guided by the following points of departure:

· Focus on the needs of the auditor.

For our part this should mean that we retain our fundamental idea of “the auditor in focus” but that we must take measures to increase the participation and interest of all members of staff.

This should take place naturally in future phases of the development of an audit tool, but may require special attention. The project organisation can also need to be adjusted to promote an aim of this type.

In general, as mentioned above, we have found that technical development should not be started until the organisation has decided on a specification of the audit process, the duties that shall be done, on how quality shall be assured, and how the final products of the audit shall be designed.

· Costs decrease more slowly than one believes

Technical development takes place rapidly and it is easy to be led to believe that this automatically results in lower costs as a consequence of cheaper development tools and hardware. However, the cost picture is a composite picture and also consists of factors whose prices change more slowly than one believes. It is easy, for example, to underestimate the costs of training, systems administration and mobile communication.

Calculations and expectations should often be made more realistic.

· Systems must work together

In the 1990s the development of system applications was often uncontrolled in many organisations. This was also the case in our organisation. This situation has often led to difficulties in getting separate systems to function together and sometimes considerable adjustments have been necessary to the IT platform (for example the network operating system). This has led to high implementation costs and higher costs for systems administration than were expected.

The measures we have taken, and must also take in the future, are partly to make a deliberate choice of standard systems for networks and office support, and partly to have systematic routines for liaison between those responsible for the development of applications and those responsible for the organisation’s general IT platform.

· Security problems increase

The use of Internet for access to and transfer of information is most often the only reasonable alternative from the technical and financial perspective. But the ever-increasing use of the Internet also increases risks of unauthorised access to information of the type that is transferred this way.

Preventing unauthorised access costs more than one usually thinks at the start of projects and it must also be realised that considerable resources must be invested in the operation and administration phases to deal continuously with these types of problems.

· Invest in accessibility

Despite technical and financial obstacles, security requirements etc, it is necessary to continue to ensure that the auditor has access to all information, regardless of where he or she may be. The information the auditor needs shall be accessible in the audit work and this is mostly done outside of his own office. If this information cannot be reached in the actual working situation, its value is considerably reduced.

· IT shall improve quality and release human capacity

There is a risk that members of staff can perceive the introduction of IT in audit work as a way of replacing the auditor by machines and systems.

This is naturally not the ambition. It is also unrealistic. IT support shall be used in the first place to assure the quality of the audit work, for example by guiding the auditor through the stipulated audit process. In cases where the support simplifies the manual work, for example in the examination of accounts, the resources that are released must be used in areas that require more of the auditor’s intellectual capacity, for example examining the accountability of management for efficient operations and observance of the rules. There is definitely no lack of demanding duties that must be performed in order to close, to some extent, the expectations gap.

· The use of modern technology makes the audit institution more attractive

Today, in many countries, there is a great demand for young accountants, especially in times of prosperity. Working with new, advanced equipment is regarded by many as a matter of course. Our organisation has experienced that access to advanced IT technology is of great importance for young people to move to, stay and develop in an organisation.

























