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This paper offers a brief overview about the history and background of the IT audits conducted by the SAO of Hungary, and also gives some examples illustrating our experiences, and finally describes our future plans relating to this area. 

Types of audit performed by the SAO

Due to the Hungarian political transformation in 1989, the role and the duties of our Audit Office has been changed. It has become the basic conception in our organizational strategy, to develop audit methodologies corresponding to international standards.

Recently, one of the important endeavours of the SAO regarding audits has been to diversify audit activity, to separate the financial and performance audits from each other and, thereby, to perform substantive audits that are better adapted to the basic objectives of auditing and which serve these objectives consistently.

The SAO has made significant headway in creating the conditions necessary for such an activity. Guidance documents and audit manuals have been prepared to both financial and performance audits. These documents were elaborated on the basis of the INTOSAI standards and internationally accepted audit practice. During our work we received direct support from the British National Audit Office, in the framework of the Phare-financed twinning co-operation. Of course, these documents should be refined and further developed by building on the experiences gained in course of their use.

Guidance documents and audit manuals must also be worked out or further developed to the audits that are different from the above mentioned two types – these are comprehensive audits.

IT in the audits

Because of the increasing volume of IT investments and the significance of computer systems in the audited financial processes, our SAO has to adapt to these conditions. Now, in our practice all the mentioned types of audits may contain IT-related audit tasks.

At present, it is rare that we examine IT investments or developments within the framework of performance audits. These audits are carried out on the basis of methodology applied in any regular performance audits, and these tasks are usually performed by external experts.

When carrying out a comprehensive audit containing IT tasks, we try to form a general opinion on the auditees’ information system, but, mainly from the users’ viewpoint. It means that we examine for example, whether the IT system provides the necessary information for the professional fields or if the client’s separated databases contain consistent information.

The field in which we have detailed IT audit methodology, is the financial audit. This manual was elaborated in 2001 within the framework of the twinning program with the NAO. 

This paper focuses on this special area.

IT audit manual of the SAO

Our manual is based on the IT audit manual of the NAO and the GAO and, of course, we tried to take the ISACA’s CobiT standards into consideration during the elaboration process. This manual is a guide that primarily supports the financial statement audits, thus, is a companion to our financial audit manual. It describes the computer-related controls that auditors should consider when assessing the integrity, confidentiality and availability of computerised data. 

The audit approach and the structure of the manual is the following:

· In the first phase, the auditor gains an understanding of the entity’s operations, and identifies the computer-related operations that are significant to the audit. Special forms, checklists, and some guidance for the elementary evaluation support these steps.

· Based on these pieces of information, auditors can assess inherent and control risks, and can make preliminary assessment on whether general controls are likely to be effective. After that, the auditor can identify the general controls that will be tested.

· The main part of the manual describes the general controls, and gives guidance how to test and assess them. General controls that our auditors should review are: separation of duties, change management, access controls, business continuity planning, use of external IT service suppliers and operational controls.

· The last part of the audit process is reviewing and testing application controls that are: input, processing, output controls, access controls at the application level, documentation, data transmission controls, controls on standing data and master files, and auditability.

Based on this method and the first experiences, a training started in this field for financial auditors last year. It will however take a few years, until our financial auditors dare to examine IT systems. It is understandable, since in the testing phase of the audit process, the auditor should review the appropriateness of IT controls implemented in computer systems, in particular when elementary IT policies and procedures are not documented. For executing this review, he/she would need higher IT skills and knowledge. 

Examples of audit experiences 

It is often the case that Hungarian public institutions, do not document even elementary IT policies and procedures.

Three years ago, an audit was carried out, surveying 20 chapters and their 651 institutions that gave a comprehensive picture of the internal control mechanism operating in the field of the central budget. That is, we assessed the basic controls and regulatory tools of key importance concerning the regularity of budget reports and financial management.

This survey resulted in a positive evaluation on the whole, but pointed out that the information security and the regulatedness of IT controls represent a critical area. In most of the institutions, IT-related roles and responsibilities are not clearly defined, critical duties are not separated, do not have security policy, business continuity plan, disaster recovery plan, change management system.

Furthermore, the IT systems of the institutions are generally protected from external attacks, but rarely from the ones coming from inside the organization. In many cases, logical access controls only include the regulation of passwords of the operation system.

According to our experiences the general problem is, that even the clients’ IT management is not aware of the basic requirements of a comprehensive IT security. Many of them do not know anything about the risk-based approach. The IT controls are not based on an overall survey of IT infrastructure, IT-supported processes and computerised data; and the controls are not based on risk assessment as well. As an overall conclusion we can state, that the majority of IT managers do not exactly know, what they are responsible for.

Due to the limited human resources of IT auditors in our SAO, we can conduct substantive IT security audit procedures at two-three institutions per year. Besides the deficiencies in the above mentioned IT-related internal regulations, we found that IT managers made some efforts to implement some security controls. However they did not apply a systematic approach, thus these controls did not provide effective and comprehensive protection for IT resources.

Here I would like to mention some weaknesses we were facing at during our work:

· The application development and system administration are not appropriately separated. It means that developers can access the live application programs and databases, and in this way the management has no possibility to supervise their activity.

· Many of the organisations apply obsolete database management systems (e.g. dBase) that are unable to provide appropriate access controls by default. Therefore we found that users themselves could access live databases through the file management system and could change even the user profiles or passwords – without the real possibility of detection.

· On the other hand there can be problems with unauthorized access even in modern SQL-based applications. In a case we found that program developers tried to solve the access right administration in a simplified manner. It means that the users’ rights were not set at table or record level, but the developers created a so-called super-user in the program. This super-user decided on every data access demand and all the data accesses were processed through this super-user. 

In this way, the management of the users’ rights was more simplified in the application system, but in addition to the DBMS administrator a super-user was created within the application, which had full access right to the whole database. The problem was that the the super-user was a hidden, invisible user in the system, and its activity was not logged and supervised. Thus if anyone learnt the login name and the password of this super-user, he/she could do anything in the system – without possibility of detection.

· Too strict security controls also can result in weaknesses. If the users feel the regulations are exaggerated, sometimes they try to simplify the obligations. Once an IT manager proudly stated that his IT system was as safe as possible: meaning that each of the 6 database administrators needed 5 passwords to access the database. Following the interviews with the administrators it turned out that each of them at each level used the same password. Since they were frustrated with their boss because of the many passwords, they agreed to use one single password for each user for each level.

This is a typical case showing that IT management does not have to install all available or possible controls – they only should apply controls to the extent that risks require.

· A frequent weakness in financial applications is the lack of appropriate log file. The problem is not that there is no log file at all. On the contrary we find that the majority of the auditees log all the transactions and data accesses. 

On the one hand the problem is that these log files are vast and the significant records are not structured, filtered or highlighted. For this reason in many cases it was hard work to find all the traces of a certain transaction through the financial processes and so it was almost impossible to disclose the malicious activities in time.

On the other hand these log files are not reviewed regularly and are hardly ever checked by the financial or any other management – although it would be important to consider the financial or other business matters in addition to the IT security aspects in the supervisory processes.

Future plans 

We defined two main directions in the further development of our IT audit. 

As I mentioned before, our limited human resources in the field of IT audit, in several cases restrict IT audits to the examination of internal policies and regulations – that is to high level controls. In order to make the risk assessments and  substantive tests more effective, we would like to strengthen our IT audit team with operation system, database management system and network experts.

The second direction is preparing for the functional audit of financial applications. At present our financial auditors consider these applications as a black box, and do not review built-in processes. As computer systems cover financial procedures to an increasing extent, and manual controls are replaced with automated ones, this black-box-approach results in higher audit risk. For this reason we plan to start a project – which in fact contains a pilot audit – that elaborates the methodology on how to open the financial applications’ black boxes. The main steps of this project are:

· select a widely used financial software;

· make a survey and assessment on the business processes supported by the software;

· make a survey and assessment on the data handled by the software;

· make a survey and assessment on the user services;

· make a survey and assessment on the built-in processes;

· based on the above assessments identify the critical control points;

· based on the data handled, the built-in processes and the legal stipulations identify the adequate control procedures;

· compare the adequate, the built-in and the applied controls;

· make a survey and assessment on the operational environment of the software;

· test the built-in and applied control procedures.

A secondary, but very important aim of this project is to have a closer co-operation with financial auditors. That is we would like to raise awareness that the IT reviews represent not a separate field in financial audits, but can directly support them to reduce the global audit risk. The co-operation will probably be accelerated by recent legal regulations making possible the use electronically signed invoices and the application the e-procurement system in the public sector as well. This will require financial auditors to abandon the traditional, paper-based approach and incorporate IT risks into their methods.
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