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Background

The current trends in software development are presenting the auditor with new challenges. In Norway, as in many nations, the entities falling under our scope for financial audit are free to choose whatever software package to use as basis for their financial recording system. 

These “modern” packages are usually developed using generic techniques for database systems, e.g. a general ledger is a special implementation of a general database system. We all assume this is beneficial, because software development and maintenance cost are (supposedly) reduced. Also, a great deal of flexibility and possibilities to adapt to specific implementations are of value both for the vendor and the customer.

However, this development has a direct implication for the auditors: each system or package handles the information differently, and the knowledge needed to synthesis a general ledger transaction from a multitude of internal tables in the system is usually beyond the capability of an auditor. In some cases, it is even taxing the capability of the software vendor!

This paper will briefly present the developments in, and the lessons learned in the Norwegian office and present the conclusions we have reach so far.

The problem of data format diversity

The primary user of the system is the entity itself. The main scope is to record information and events, and be able to produce (aggregated) reports based on this information. Internal controls are in place to ensure an acceptable level of quality in the reports. Internal auditors will usually concentrate their evaluation on the internal controls in place, and to a much lesser degree perform actions involving the detailed information. Also, in Norway only a handful of entities have internal auditors or even controllers. The majority of entities will take the reports on face value.

The auditor may very well be interested in the same reports. But unlike the entity itself, the auditor should have a professional degree of skepticism to the reports. The auditor will need to verify the reports. In many cases this verification will involve investigation of the detailed information recorded in the system and inspection of the corroborating material, whether on paper or electronic file. 

The detailed information is not uniform. For general ledgers, receivables and payables and salaries the information content is different and often created or kept in different (sub-) systems. Usually, with modern database systems, the information is kept in a vast number of tables and fields, linked together via links or relations to form the information the auditor is seeking. 

In some cases the information sought by the auditor may correspond with reports defined by either the vendor or the entity (often called views). In some cases, the information may be put together in a straightforward manner, but occasionally the structure of tables and links are complex, and both the entity and the auditor are missing the knowledge needed to make the wanted transaction. Usually, the vendor is capable of generating the transaction (against a fee).

A strategic decision

In the late 90s, the OAG made a strategic decision regarding the use of the entities systems. Until that point, the auditors were using the entities own economic systems as a basis for financial audit. In some cases this worked well, but it had two ramifications we well could be without.

First of all, it meant that the auditors needed a lot of knowledge to operate the systems. Failing to supply the level of knowledge needed, the auditors in the field became dependant of the entities staff. Disregarding the potential problem of being subject to deliberate fictional information, it still meant that the auditors consumed a lot of the entities staffs’ time. At the same time the OAG had a relatively high turnover, and a lot of “modern” systems were introduced in government. This expounded the problems.

Secondly, the possible use of IDEA (Interactive Data Extraction and Analysis) was based on having the data available either on a PC or a server. IDEA was introduced in the office in the late 80’s, and the access to the entities own systems was regarded as an obstacle to the widespread use of IDEA.

The strategic decision was to make the entities financial data available in-house, and to have the entities to transmit the data on a regular basis to the OAG’s servers. 

TOMAS, the first version of a data capture system 

A system for an almost automatic extraction and transfer was developed (TOMAS). It is based on the Internet, and compresses and encrypts the data before sending them to our servers. 

When the project started, the responsible party (the IT-unit) tried to get a common understanding of what information was needed. In a short form, this process can be summed up to the IT-unit asking, and the auditors answering “What can we have?” The link back to investigating the entities system is quite apparent. 

As a logical conclusion, ALL
 the data was collected from the different systems. In the beginning, the number of different systems and implementations were relatively low (3-4), and the IT-unit’s personnel, together with the involved auditors, had sufficient knowledge to make sense of the tables transmitted from the entities. But the situation was to change.

When TOMAS went operational around the year 2000, only a handful of different systems were in use in government. But the number of different systems increased, and the data base platforms (TOMAS was before XML came along) soon expanded from SQL to Oracle to Sybase etc. The IT-unit had to be able to ruin then all.

The financial systems changed over time when new versions were released, and so did the relations. Unfortunately, not all entities had the same versions, and some versions were incompatible even at the table level. 

Also, the sheer volumes of data, stemming from the table-capture implementation, meant that older data had to be dropped. 

This may warrant an explanation. As the system was based on downloading tables the information about time and periods were unavailable. True, in some tables this information was present, but unless the tables were linked together in the correct way, the only solution was to transfer all the records in the tables. It only took one year to saturate the servers of the OAG, and the weaknesses of TOMAS started to be recognized. 

A simplified model for financial data

In the “good old days” a general ledger was implemented in such a way that two main files (tables) existed. One table was the accumulators, the second the transaction log. The contents (fields) in these files were usually self-contained; there really was no need to access other tables than these two.

Even if this is a simplification, the core concept was simple, and holds even for systems handling salaries. When a batch of transactions was processed (this was the good old days, remember?), the transactions were recorded and the accumulators updated.

As long as the transactions contained enough information for the auditor, the data capture was simple. But as systems grew, and the need for consistency and integration took hold, these systems disappeared and were replaced with the “modern” systems.

The Next Generation of Data Capture

The main features arrived at when we started designing the new system for data capture was:

· the system should be able to access multiple years of data on line (11 years?)

· the auditor should always be presented with a uniform data structure

· the system should perform automatic reconciliation

· the system should give notice to the users when certain events occurred

· the system should be integrated with and operated by the auditors from IDEA

· the entity should be responsible for supplying the requested information.

The last point is by far the least. But unlike the situation the first time TOMAS is up and running, and can co-exist with a new data capture system. This will maintain the possibility to get any table from the system, should the need arise.

Also, IDEA is in wide spread use and the auditors switching from one entity to another has to familiarize themselves with different data layouts and interpretations. Further, the knowledge needed to make sense of the tables is recognized as a very big task, which the OAG is not equipped to handle. Finally, the regulatory background is very clear, it is the entities responsibility to provide the OAG with the information we request, and in the form we choose. 

Transaction definitions

But clearly we have to be more specific about the data we want to collect. For this purposes we have defined three types of transactions:

-
general ledger

-
salaries

-
payables and receivables.

These transactions are defined separately for the entities, and for the auditors. The differences are minor, mainly caused by the need to keep the size of the files down for the entities, and reduce the need for merging fields for the auditors. 

As stated above, the definitions we present to the entities are made to keep down the size of the transfer. The definitions supplied to the entities are detailed, and should leave no room for interpretation
. 

The auditors receive much of the same information, but the transactions are expanded with some information (i.e. name of account or customer information). Our aim is not to supply all the possible information, but supply the basic information needed for most routine audit tasks. The auditor still has the option to request more information directly from the entity, and use TOMAS for table transfer. 

The new system

The system comprises of a number of functional modules. The modules will be implemented over time and we anticipate to be (almost) fully functional by the end of 2005. The following is a schematic representation of the system, some details and exception routines will be omitted for clarity.
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Yellow represents the entity, blue the Treasury department and red the Office of the Auditor General of Norway 

Entities

When the entities close their books at the end of a period, they submit a report to the Treasury department. They receive a receipt from the department, recon ciliate this with their own report and if everything is in order, terminate the period.

When the period is terminated, the financial system (or if not possible, a separate application) initiates the transfer of the transactions. The transfer will include the general ledger, salaries and payables and receivables for the period. The data is compressed before being transmitted over the Internet via a secure channel (encrypted).

One of the tables sent to us contains the state of every period activated in the system. This table, which is relatively small, is transmitted every month. In combination with the automated transmission of data when a period is closed, the auditor has the opportunity to determine if the entity reopens already terminated periods.

Arrival of the data to the OAG

When the data arrives to the OAG it is first placed in a special database for “incoming data.” After some checking (format consistency and some logical checks), the data is transformed and sent to our internal database. The table showing the state of the periods will be checked and the auditor can be alerted, if older periods have been reopened.

After the checks are performed, the data is available for the auditor. When extracting the data the auditor will receive the same data independent from the entity audited. Some of the fields in the data may have different meaning, but the general needs of the auditor should be served by the standardized data format.

With one internal database the office itself can keep the data as audit evidence and not rely on each individual auditor to save part of the data when using it as audit evidence. 

Reconciliation

With the introduction of automatic reconciliation, an actual audit task is performed. We receive the data from the Treasure department in much the same way. This data is on a more aggregated level. It is originally generated by the entities own system as a report to the Treasury department. The data extracted and sent to us by the entity represents another way of extracting the data, and therefore an independent reconciliation can occur. We generate audit proof of  the consistency of the reporting from the entity to the Treasury department.

A complication occurs if the governing principle of the bookkeeping is different. At the moment, and in the near future, the treasury is using cash accounting as a principle. We anticipate entities to start shifting to accrual-accounting in the near future. How to solve this is not finalized. Initially, it would seem like we have two options. Either by getting a report stating the difference, or receive separate sets of transactions. The first is more appealing but not without problems. 

The auditor

Typically, the auditor will use IDEA to access the data. IDEA is structured in such a way that the program uses different folders for each client. By enforcing a structure, IDEA can have the knowledge of which entity (and year) the auditor is working on. This knowledge is used to have a one-step procedure for the auditor to access the data for the client. Idea is accessing the standard records database. 

If the auditor needs more information, TOMAS is still available. The auditor then would have to supply the table names for the information wanted. TOMAS would then make a request to the entity for these tables. These tables will not be stored in the OAG’s central database, but will be the responsibility of the individual auditor to handle as audit evidence.

Information to users

As a user of information systems, I strongly believe information has to be controlled. Unless a way exists to manage the information, even in a system like this, we end up with either giving too much or too little information to the users. The solution is a separate module where the user can customize the information they want.

Users of this module are both the people working in the entity and the auditors in the office. The basis of the information is events. 

For each event, the user can choose to be informed of the event happening, the event not happening within a timeframe, the result of the event etc. The external users maintain these rules by themselves, via a secure web side on the Internet. The system will then send e-mails when the criterion in the event is fulfilled. 

By this mechanism, the user controls the extent and level of information to receive. 

Shared and more audit procedures in IDEA

In several areas, in particular for salaries, there exists a number of macros and standard procedures the auditors perform with IDEA. At the present, these are limited in use to the same basic transaction types. The introduction of internal standardized transactions will automatically mean that the scope is expanded to almost all the transactions received by the office, i.e. can be applied to all the entities we are auditing. This will evolve the development of macros and standard procedures out of the realm of the audit of a few large entities, and potentially involve a much larger group of auditors. As a result, we anticipate far more “online” audit procedures to emerge, and to have a more uniform and probable better audit 

Conclusions

The system for data capture currently under development in the Office of the Auditor General of Norway is designed to achieve the following (in no particular order):

· Increase the flexibility of the office by lowering the threshold for auditors to move between engagements.

· Facilitate automatic audit evidence gathering by reconciliation the entity’s books against the treasury’s books and by monitoring the state of the different periods in the entities’ bookkeeping. 

· Supply the users with the information about they deem relevant and allow the user to dynamically change this.

· Let the auditors have financial data available in IDEA in as few keystrokes as possible.

· Increase the scope of analytical audit procedures by enabling analysis across years and entities, independent of any changes in financial systems.

· Increase the effectiveness of developed macros and procedures in IDEA by making them applicable most of the financial data.

� �This isn’t entirely precise. TOMAS had the capability to determine which tables should be included from the entity. The entity’s user had to name the table for export.


� At the present, we are not using XML.





