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Honourable Experts, Honourable Seminar Participants,

First of all, on behalf of the National Audit Office of China, I would like to welcome all participants to the seminar. It is a great pleasure for me to meet all of you at this gathering in NanJing, known as a city served as the capital for six ancient dynasties. I understand that all of you are very much concerned about the development of IT audit and as a member of the INTOSAI IT Audit Committee, the CNAO, as always and to the best of its ability, wishes to share with other SAIs both theoretical and practical experiences in the field of IT audit and jointly with other SAIs to make new explorations into IT audit. IT audit has enjoyed a rapid progress in China in the recent years with remarkable achievements. I would now like to share with you some information about the development of IT audit in China.

Since the 1990s, with the fast development of the information technology in China, application of computer technologies in all walks of life has been continuously expanded. Digitalization of information transmission, globalization of information exchange and popularization of application of IT have brought unprecedented challenges to the audit profession which by and large relied on review of account books and relevant economic activities to complete its job. The CNAO based on serious analysis of the situation facing the government audit profession lost no time in pointing out that “auditors will lose their qualification if they cannot master information technology” and accelerated its IT application process starting from enhancing training of basic IT knowledge and operational skills. A Plan for IT Auditing Development was drawn and in 2002 phase I of the E-Audit Development Project, i.e. the “Golden Audit Project (GAP- I)” was approved by the government. GAP-I is one of China’s 12 important e-government systems comprising 6 major parts of networking, application, security, equipment, training and standardization. So far each of the 6 systems are going well in accordance with the plan with their respective results achieved.

I. Network Building and Equipment

According to the GAP-I plan, China’s e-auditing network system is basically attached to and supported by the E-government Network Platform and the National Public Communication Network Platform and is composed of 3 physically isolated network systems including an internal LAN on which secret information is operated, a Special Auditing web on which professional auditing information is operated and an internet access system. At present, a CNAO broadband MAN and kilo-M Hz LANs in CNAO’s 18 Resident Audit Offices have all been built successfully and well equipped with switchboards, servers and firewalls etc. In terms of WAN access, 7 pilot units including 3 Resident Audit Offices, 3 Provincial Audit Offices as well as the Nanjing Audit University (NAU) have completed their nodes building and will soon start to network building. The CNAO and all provincial audit offices are well linked by free moving distance email systems and all provincial audit offices have built their own email systems communicating with lower level county audit offices. 

In one word, audit offices at all levels are quickly improving their hardware equipment and a hardware environment for IT audit development is basically ready.

II. The Application System Building

The application system is the core of the GAP-I’s 6 major systems and consists of two subsystems of Audit Management and Audit Implementation. Before GAP-I was introduced, both the CNAO and some audit institutions in the localities have developed either by their own or jointly with outside IT companies a number of software for office automation, auditing management and audit implementation. But such isolated development efforts were not very effective and the products were of limited popularity. In the course of the implementation of GAP-I, the audit implementation system was built on the basis of absorbing the advantages of various software products and was guided by the principle of coordinating and combining all efforts. 

Following the principle of “coordinating all resources, integrating various information and enhancing technological support to management of auditing procedures and quality control”, the Audit Management System is built as an office automation (OA) working platform in a IT environment composed of three subsystems of “administrative management”, “Human Resources (HR) management” and “auditing management”. The software programme being used at this time is the “Institutional Business Assistant System”.

The Audit Implementation System is a computerized auditing system and was developed under the idea of “providing a uniform platform, coordinating software development efforts and enabling audit implementation” and serves as an OA platform allowing operation of various functions including project management, data collection, statistics making, sampling, evaluating and testing, working paper formulating, report drafting and analysis making etc. The software being used now is the “Subsystem for Field Auditing”.

In the mean time, we have developed and further improved other software programmes such as “Data Collection and Analysis”, “General Auditing”, “Budgetary Implementation Audit of Central Departments” and “Enterprise Auditing” etc.

Another important aspect of the GAP-I application system is the implementation of pilot on-line auditing projects. Trials and explorations have been made in terms of the modes and technologies of auditing. In the pilot projects, small- scale tests were made in collecting data from the auditee end, data processing at the auditor end and the ways and technologies for transmitting data from the auditee to the audit institution. Our experience shows that unlike traditional field audit or desk audit, on-line audit has is unique in its organization, management, ways of communication with the auditee, it even follows different audit standards and different ways of standards implementation. We have made some researches in this area and have gained some encouraging results.

III. Building of the Basic Database

The basic database is the necessary and foundational resources to carry out audit in a IT environment. Based on the requirements of work, the CNAO has built three major databases shared by audit institutions all over China.

The first is the Information of Auditees, which at the present time consists of basic information including more than 100 indicators of 1.89 million auditees all over China. This database provides a pool to which audit institutions at various levels may continuously add further accounting, business and auditing information and turn it into an important source of information about the auditees.

The second is a Database of IT Audit Expertise. As a basic information database, it stores the wisdom and intelligence by combining audit experiences and computer technologies and serves as a basis for further study of artificial intelligence. The database now contains about 140 pieces of expertise.

The third is an Audit Literature Database. Relying on the advantage of NAU as a collecting and distributing center of domestic and international audit research results, this database is basically completed and stores about 6000 literatures. 

IV. Standardization of IT Audit
With ensuring mutual linkage of networks and sharing of information as its aim, IT Audit standardization is guided by China’s National E-government Standards Framework and is being continuously developed, enriched and improved.

We have first of all established the basic standards on the environment in which IT audit is operated. The State Council of China has promulgated a “ Public Circular on Relevant Issues regarding IT Supported Audit” clearly specifying the duties and powers of audit institutions in conducting IT audit and that auditees must cooperate with the audit institutions by providing their electronic information. Together with the Ministry of Finance, the CNAO has drafted a “Standards on Interface of Accounting Software ” which is being reviewed by the National Standards Committee before publication.

Secondly, the CNAO has standardized its auditing process, quality management of audit procedures as well as its professional operational guidance. These include “Provisional Practice Direction on Quality Control of Audit Projects”, “Guidance on World Bank Loan Projects Audit”, “Guidance on Enterprise Audit” and “Guidance on Commercial Banks Audit” etc.

Thirdly, we have developed a set of standardized auditing codes representing audit institutions, audit items, auditees and various acts in violation of laws and regulations. The code set is the basis for the realization of audit data exchanges.

Next we have standardized the technological documents of IT audit such as the Standards on Interfaces for Data Exchange and the Selection of Technological Models of Platforms, “Guidance on Development of Audit Software”, “Guiding Book on LAN Building” and “Guiding Book on LAN and Network Technologies and Programmes” etc.

The fifth thing we have standardized is the IT audit management system by issuing rules on the operation of networks, data processing, information security, computer room management, computer equipment management, GAP-I accounting system management, project management and quality control etc.

V. Human Resources Training

The general results of IT audit rely heavily on how well the auditors know about computer technologies. Since the end of the 1990s, we have been providing for our auditors a series of IT training courses with strong professional and occupational features, catering for various levels, from various angles and of various forms. 

In 2002, we finished the first round of the National Basic IT Knowledge and Operational Skill Training with over 37 000 people already passed the test. The second round training programme was drawn and new training materials were written in 2003. So far over 2 200 people have passed the second round test.

To train more IT audit talents, the CNAO has drafted a Programme on Middle Level IT Training including network, database, VB programme writing, computerized accounting, data collection and conversion and audit software programmes etc. Since 2001, 10 concentrated 70 day training courses have been held in CNAO with 619 people from all over the country passed the end-of-training test. These auditors participated in the middle level training are actively applying the IT knowledge they have learned to their audit work and have now become the backbones in IT audit projects.

VI. IT is Extensively Used in Auditing
CNAO has been concentrating its efforts on spreading the application of IT in auditing. Till now the priority has been shifted from office automation to audit implementation. We are beginning to see some preliminary results in these piloted on-line audit projects. Through years of efforts, IT audit started from scratch and is gradually becoming an important means and form of modern audit in China featuring full coverage, large scale and extensiveness. 

IT has been applied in all areas of audit. In 1999, by using IT, CNAO carried out its first ever audit of the assets, liability, profits and losses of state owned banks centering around the main line of assets quality assessment. This has opened the prologue of large-scale application of IT in auditing. After 5 years, monetary audit has become real e-audit with marked improvement in audit efficiency, audit results and audit quality. Breakthroughs have also been made in applying IT in audit of public finance, government agencies and enterprises. In auditing of the Customs system for example, by using the “Customs Business Auditing Software”, time spent in scrutinizing paper vouchers was greatly reduced. The improved efficiency has enabled the auditors to gain a more comprehensive and direct understanding about the various businesses and imports/exports of enterprises. That has brought expanded visions of the auditors and better audit quality. For another example, in auditing the budgetary implementation of central departments, CNAO has expanded its audit scope and improved its audit efficiency by using the “Budgetary Implementation Audit” software. This year, CNAO is exploring to audit the central departments on-line and has so far gained some satisfactory results.

IT is being applied in audit in a large scale. At the beginning the application was mainly in the headquarters of the CNAO, its resident audit offices and selected local audit institutions. Later, encouraged by the success in these institutions, audit institutions at various levels have increased their input of financial and human resources and are applying IT in audit extensively.

Near year 2000, IT audit relied on a small number of backbone auditors proficient in audit and with necessary IT knowledge due to outside restrictions. On the audit site it was normally an individual auditor did all IT related jobs with the help of a single computer. Despite the important leading and demonstrating roles these people have played, IT was applied only in some isolated cases while most of the auditors held a wait and see attitude. With the acceleration of application of IT in audit in audit institutions at various levels, the importance of IT in auditing was realized by the majority of our auditors and learning and application of IT became very popular among the auditors. Later with the introduction of GAP-I audit institutions at various level started to promote IT audit in a systematic and all around manner. Computer has become an indispensable tool in auditing and IT audit technologies became essential skills.

Though a remarkable progress has been achieved in IT auditing in China, some under developed areas should not be overlooked. These include:

· the development of e-audit is uneven with big gaps;

· application of IT in some areas remains in the office automation stage and the priority has not been shifted to auditing in a timely fashion;

· low level repetitions still exist in the development of audit software;

· IT infrastructure projects in some local audit institutions are slow in action which has become the bottleneck in communication between audit institutions of higher and lower levels.

To accelerate the advancement of IT audit in a scientific, legal and standardized manner and to develop an audit operation style with IT as its major means featuring high efficiency, quality and standard, the CNAO has published its Development Plan of IT Audit 2004 to 2007 aiming at the establishment of a e-audit system enables effective monitoring of the electronic data reflecting the truthfulness, lawfulness and effectiveness of public finance revenues/expenditures and the security, legality and economy of relevant systems. The plan has provided the objectives, mission of IT audit in the coming four years.

1. More extensive application of IT in audit and management

· Audit institutions at all levels should continue to make application of IT in auditing a priority and further promote IT auditing. The objective is by 2007, more than 60% of the audit projects should be conducted by using IT.

· IS Audit will be conducted. In combination with audit of electronic data, explorations into audit of the information systems of public finance revenues/expenditures and relevant economic activities should be conducted actively with the aim of disclosing frauds committed by using IT and preventing falsified accounts in an IT environment.

· The “Field Audit Implementation System” developed in the course of GAP-I and other professional audit software products proved effective in practice will be promoted in a all round manner while the application scope of such common purpose software as EXCEL, ACCESS, SQL SERVER will be further expanded.

· Application of on-line audit will be accelerated. By 2007, the CNAO on-line audit system will be completed enabling on-line audit of central budgetary departments and the public finance, Customs, Central Tax and monetary agencies. Provincial and key city audit institutions will carry out on-line audit with the budgetary departments, local tax, social security departments at their corresponding levels as the key auditees.

· Experiences of IT audit experts will be summarized and disseminated together with the promotion of such audit approaches as programme orientation, audit sampling and analysis, internal control testing and risk analysis etc. The IT audit expertise database and IT audit approach database should be established by the end of 2007 and should be integrated with and applied in the audit implementation system.

· The Audit Management System will be developed, polished and applied by 2007. With the promotion of the system, the daily management and efficiency for the use of audit planning, statistics, archive keeping, document circulation will be upgraded in a comprehensive manner. Interactive channels linking the audit institutions and the audit sites will be established enabling better understanding and directing of the audit sites. This will be a technological guarantee for practicing scientific audit management and an audit quality control system.
2. High degree of information sharing by building an audit database

· The CNAO will accelerate its construction of such basic resource databases as auditee information, audit expertise, auditing information, financial/ accounting/auditing laws and regulations and human resources etc and will work to build an information database suitable for the operation and management of auditing.

· CNAO will establish highly effective information resources collection channels to continuously enrich, improve and reorganize the information.

· Information sharing within the audit institutions, among the CNAO and provincial audit offices, and among provincial audit office and local audit institutions will be realized by using the audit management software and network platform with a view to supporting audit decision makings.

3. Further improvement of the infrastructure of IT audit network systems

· LAN infrastructures meeting the requirements of national e-government construction will be built and in accordance with China’s National E-government Construction Plan, LAN and Special Audit Networks linking the CNAO and its resident audit offices and provincial audit offices as well as that linking the provincial audit offices and the local audit institutions will be built.

· A network accessible to internet will be built providing interactive audit information to the public. CNAO in the mean time will continue to improve its official website including its English version and make it an important channel for communicating with the general public and publicizing auditing results.

· Together with the implementation of on-line audit, network connection and information sharing will be realized among the CNAO, provincial audit offices and key government departments and agencies.

· Using the public communication infrastructure, interactive data exchanges between the CNAO/ its resident audit offices and their respective audit sites will be realized, thus providing information for the management in audit institutions for decision making and enhancing control of audit sites by solid technological guarantee.

4. A workforce meeting the demands in an IT environment

· In the coming four years, all auditors meeting relevant requirements will be asked to pass the second round of IT Basic Knowledge and Operational Skills Test.

· Middle Level IT Audit Training will be carried on and by 2007 over 15% of the auditors at the central and provincial level are expected to pass the Middle Level IT Test.

· Excellent talents will be selected from among the middle level backbone auditors passed the middle level IT test and to form a pool of expert IT auditors by providing for these people intensified training.

5.  Further improvement of the standardization of IT audit

· The CNAO will develop and further improve relevant standards on IT application, database, network and security to ensure the orderly, effective and standardized operation of the auditing information system.

· Proper revisions to audit management and audit actions will be made at due time in accordance with the standardization requirements raised by an IT audit environment.

6. A new audit mode under the IT based condition

The mode of audit will be further improved through making computer a major tool in audit operations. On-line audit will be promoted to achieve three transformations, ie, to transfer from monotonous post audit to combination of post audit and concurrent audit; to transfer from monotonous static audit to combination of static and mobile audit; to transfer from monotonous on-spot audit to combination of on-spot and remote audit.                                                                                                                                                                                                                                                                                                                                                                   

· A more scientific audit management and quality control system will be established supported by the information technology. By better coordinating and managing the resources, combining audit techniques with information technologies, combining IT departments with auditing departments, a integrated operation of auditing and IT will be able to be realized, giving play to the strong points of the integrated efforts.

· An innovative mode of job organization will be established featuring coordinated organization, coordinated timing arrangements, uniform prioritization policy, networking and scientific management and innovative ways of audit will be introduced following the cycle of “centralized examination—suspect clues reporting—decentralized verifications —cross vertical level cooperation—cross horizontal departmental communication—centralized issue analysis—special investigation”. The new audit mode and modules will be more scientific, practical, effective and intelligent and will enable analysis of electronic data by using the experience of IT audit experts. This reflects an innovation of mode of thinking in auditing. Another innovation is the change of audit contents, ie audit of the security, legality and economy of the information system related to the public finance revenues/expenditures. This will be realized through strengthening audit of the truthfulness, legality and effectiveness by examining the electronic data of public finance revenues/expenditures with the help of IT.

Honourable experts, honourable seminar participants: 

The rapid development of IT has brought great challenges as well as opportunities to the auditors in every corner of the world. Here in China, we are confident that in the coming four years IT audit will enter yet another new stage. In the course of this advancement, we will experience a thorough revolution where we will see changes of concept on auditing, mode of auditing, workforce of auditing and knowledge structure of our auditors. We are aware that there will be many difficulties, but with our valuable traditions of hard working, innovation and our spirit of progress, we will spare no efforts in pushing ahead the development of IT auditing. We also look forward to more mutual learning, exchanges and cooperation with our colleagues and friends from other countries, which we believe will for sure contribute to the complete success of IT auditing in China!

Thank you!
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