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Introduction

This country paper presents the Office of the Auditor General of Canada’s experiences and perspectives on Integrity & Security Protection in Auditing On-Line Services and Access Security Audit Standards.
The report is structured into three sections. Section 1 provides a short description of the Office of the Auditor General of Canada, Section 2 provides a synopsis of the Canadian experience in auditing data security and integrity in an environment where Canadians are able to access key government information and services on-line at the time and place of their choosing, and Section 3 provides our perspective on how we evaluated the financial controls governing ERP computer information systems, along with the related management and monitoring controls.
Section 1: 
The Canadian Experience

Office of the Auditor General of Canada
1. The Office of the Auditor General of Canada (OAG) is an agency of Parliament. It provides independent audit and information services to support the legislative and oversight needs of Parliament. Its work emphasises making a difference for Canadians by promoting answerable, honest and productive government that reflects a commitment to sustainable development. The OAG carries out independent audits and examinations that provide objective information, advice and assurance to Parliament. It does this to promote: a fair and frank accounting of government’s stewardship; efficiency and productivity; cost-effectiveness; and the collection of revenues. Other effects that the OAG wants to produce are: objective assurance, compliance with authorities and deterrence of fraud and dishonesty.

2. The OAG has its headquarters in Ottawa with four regional offices across Canada. The portfolio of entities is very diverse in terms of size and type. The OAG’s Main Estimates for 2004-2005 are $73 million. More information about the Office can be found in our Performance Report and our Report on Plans and Priorities available on our Web site at www.oag-bvg.gc.ca.

Section 2: 
Auditing in an On-Line Environment

3. Throughout the 1980s and early 1990s, the most significant technology trend was the migration of computing from centralized systems to the desktop and point of service. With the rapid development of electronic network and delivery mechanisms like the Internet and the World Wide Web, the government saw the opportunity to provide Canadians with more convenient access to information and services.
The origin of the Canadian Government On-Line initiative

4. In the 1999 Speech from the Throne, the Government stated: « By 2004, our goal is to be known around the world as the government most connected to its citizens, with Canadians able to access all government information and services on-line at the time and place of their choosing ». The project was ambitious but was founded on an already strong penetration of Internet in Canadian households.

5. Government On-Line (GOL) is the plan that supports the Prime Minister’s commitment. It is a government-wide initiative that aims at offering federal government key services over the Internet to all Canadians while maintaining other traditional means of service. One of its key principles is that programs and services will be transformed around the needs and expectations of clients and citizens. A secure infrastructure will provide easy and seamless access to services across departmental and government boundaries in a manner that protects the confidentiality of the information and users’ rights to privacy.

6. The balance of this section will explain the audit work performed to-date in auditing on-line services, the audit approach used in the last two performance audits and the upcoming challenges with auditing in this area in the future.
Auditing services offered on-line - Summary of the audit work done to-date 

7. Electronic Commerce – Conducting Government Business via the Internet. In 1998, we reported to the House of Commons that the government had made progress in its effort to use the Internet to do business within the government and with the public. We noted, however, that there were still risks that needed to be addressed quickly if the government wanted to achieve its stated goal of making electronic commerce its preferred way of doing business in the year to come.

8. More specifically, the report mentioned that the federal government, like the private sector, was at the threshold of a phenomenal growth in its use of electronic commerce. The audit found that important progress were made in the development of a public key infrastructure but, that the government had to identify the type of services and develop applications that use it.

9. Information Technology Security. In 2002, we reported on the state of government-wide Information Technology Security. A few years after the government had made a commitment to connect Canadians and provide them with on-line access to services through the Government On-Line initiative, security and privacy concerns were identified as a key issue. It was important that the government promptly address those concerns in order to support Government On-Line.

10. We found that the IT security standards supporting the new Government Security Policy were out-of-date and a plan to update them was yet to be completed. The government did not have enough information to assess the overall state of IT security. It did not have an adequate basis for determining whether current practices across government were acceptable, nor did it have an appropriate baseline to measure progress.

11. During this audit, we conducted for the first time remote technical tests on networks of some departments to detect vulnerabilities, we did not exploit any vulnerabilities found during the tests. We will discuss the nature of the tests conducted later in this paper.

12. Information Technology: Government On-Line. In late 2003, with two years remaining in the six-year Government On-Line initiative, we reported that the government needs to devote immediate attention to dealing with some important risks. If it does not, GOL could become an expensive and underused vehicle.

13. The GOL strategic planning process has built commitment and created understanding among those involved across government, but did not establish specific outcomes that were expected to be achieved at the end of the initiative with regard to service transformation. Parliament was not adequately informed about the cost and progress of either individual projects or the GOL initiative as whole.

14. The government considered that the Secure Channel project was critical for Canadians to conduct on-line business with the Government of Canada. The project would provide a common secure on-line infrastructure. Implementations of some components of this project were behind schedule, and several major challenges, including its long-term financing were not addressed at the time of the audit.
Information Technology Audit (April 2002)

15. The audit objective was to assess the framework for information technology security that the government has in place to protect information assets and ensure the uninterrupted delivery of services. Protecting information assets includes not only protecting the value of the assets themselves but also keeping classified and designated information confidential and safeguarding the integrity of data and information kept in electronic form. 
16. To assess the IT security framework government-wide, we carried out our audit work primarily at the Treasury Board Secretariat. We also met staff of the Royal Canadian Mounted Police, the Office of Critical Infrastructure Protection and Emergency Preparedness, and the Communications Security Establishment. 

17. In addition to reviewing the government-wide framework, we reviewed IT security practices at four departments and agencies: Fisheries and Oceans Canada, Human Resources Development Canada, Industry Canada, and the National Parole Board. 
18. The four departments vary in size and collectively provide services to individuals and to businesses. They include both centralized and decentralized management of IT infrastructure. We selected them for some insight into the state of IT security in government. However, due to the diversity of their mandates and operations, including their IT infrastructures and systems, our findings cannot be considered representative and do not provide an overall view of government IT security practices. Our audit work at the departments included the National Capital Region of all four departments and the Pacific regions of Fisheries and Oceans Canada and Industry Canada. 
19. We conducted war dialing on a sample basis in some departments and remote testing for network vulnerabilities at their Internet points of presence. In both cases, we looked for vulnerabilities but did not exploit them to penetrate departmental networks. We did not test from the departments' internal network systems for network vulnerabilities. We provided details of our test results directly to the departments so they could address any potential weaknesses we had identified. 
20. For the war dialing tests, we selected 10,000 telephone numbers in the National Capital Region and one other region of the departments and used automated tools to search for modems. We found 97 devices that could serve as points of access to departmental networks. A subset of those devices could be unauthorized modems that present a high risk to the departments. We provided the departments with details for follow-up. 
21. We conducted vulnerability assessments of 260 host systems, located using information provided by the departments. Using a combination of different technical tools, we gathered information about the systems and analyzed it for vulnerabilities that could allow unauthorized access to them. 
22. We found that 85 of the 260 systems contained vulnerabilities, most of which could allow the systems to be readily compromised by a targeted cyber attack. We were concerned by one weakness in particular that posed an imminent threat, and we reported it immediately to that department. We provided all other data and the results of our analysis to the departments after completing the tests. 

23. The results of our tests underscore the value of audits and independent assessments. They also support our recommendation that the government include war dialing and vulnerability assessments in the operational and technical standards it is developing for IT security.
24. Further discussion on the use of vulnerability assessment, ethical hacking or penetration test can be found later in this paper.

Government On-Line (November 2003)

25. The audit objectives were to assess whether the government had established adequate plans and strategies for achieving its GOL objectives for 2005, whether appropriate accountability and reporting mechanisms have been established, the extent to which GOL and pathfinder projects contributed to the overall GOL objective, and the extent to which the government has dealt with key change management issues. 
26. We also identified specific areas within the departments and agencies that we examined, where improvements are needed to meet GOL objectives. 

27. We carried out our audit work primarily at the Treasury Board Secretariat, Public Works and Government Services Canada (PWGSC), the Canada Customs and Revenue Agency (CCRA), Human Resources Development Canada (HRDC), and Industry Canada. 
28. We followed a dual audit approach. It combined both examining the GOL activities at the Treasury Board Secretariat, which provides leadership and co-ordinates the GOL initiative, and addressing the GOL activities of the three lead organizations to assess their compliance with the government's objectives for the initiative. We also analyzed the Secure Channel project at PWGSC to determine whether the Department was properly identifying and managing key risks, such as costs and take-up. 
29. We took full advantage of the information and services that were available on-line by departments and agencies during the audit. We consulted the various web sites as well as understanding the difference in completing a transaction on-line compared to the traditional means such as the telephone, mail and personal contact.
Issues faced by auditors when auditing services on-line
30. Using information technologies and computer systems to gather, process, transmit, maintain and present information is not new. What is new is the added dimension. In the past, automation affected only some aspects of information processing. Today, the development and convergence of IT and the integration of information systems allow for the seamless flow of information. An integrated IS environment is a paperless environment where information is exchanged and transactions take place without space constraints and transmitted from one application to another, one entity to another, or one country to another via electronic networks.

31. Paperless environments are common place now and in this context auditors have to gather electronic information as audit evidence. Electronic audit evidence differs from traditional audit evidence in several respects. First, it consists of information in a digital format whose logical structure is independent of the information. Second, the information’s origin, destination and sent and received dates are not an integral part of the electronic document, message or other information format.

32. The more integrated the IS, the more business transactions will be processed and documented solely by electronic means. Some risks inherent in these types of environments include the entity’s dependence on its own IS and on those on its business partners and third party service providers, together with the risk of failure at each of these levels. Other risks are loss of integrity, non-authentication, repudiation and violation of confidentiality of data, as well as loss of an adequate audit trail, and legal uncertainties.

33. The reliability of electronic information depends on the reliability of the IS and supporting technologies. The auditor may need to adopt a combined compliance and substantive approach and perform tests of controls to get appropriate audit evidence. 

34. Traditional audit approach may no longer be sufficient in an electronic age, section three of this paper discuss new approaches for evaluating the financial controls governing ERP computer information system. 
35. The next paragraphs will discuss the use of ethical hacking technique to assess information security risk, an approach we took in the 2002 IT security audit and are planning to use in the upcoming follow-up of that audit.
Ethical hacking: Definition, approach and challenges 

36. Ethical hacking is an audit approach we have used in the recent past and intend to continue to use in the future to be able to illustrate observations that would be otherwise strictly systemic and may not result in action from the management of the audited organizations. The power of ethical hacking is that we are able to demonstrate real vulnerabilities.

37. Ethical hacking is referred to in the IT community as penetration testing, a method that organizations and auditors are increasingly using to evaluate the effectiveness of information security measures. As its name implies, penetration testing is a series of activities undertaken to identify and exploit security vulnerabilities. The idea is to find out how easy or difficult it might be for someone to “penetrate” an organization’s security controls or to gain unauthorized access to its information systems.

38. Penetration testing is an attempt to identify security vulnerabilities under controlled circumstances, so that they can be eliminated before unauthorized users can exploit them. By simulating the actions that a hacker might perform, an organization can gain valuable insights into the effectiveness of the security controls in place over its information systems. Penetration testing can identify vulnerabilities that unauthorized users can exploit.

39. It is important to point out that a penetration test cannot be expected to identify all possible security vulnerabilities, nor does it offer any guarantee that an organization’s information is secure. Penetration testing is typically conducted at a point in time. New technology, new hacker tools and changes to an organization’s system can create exposures not anticipated during the penetration testing.

40. The principal objective of penetration testing is to determine whether an organization’s security vulnerabilities can be exploited and its systems compromised. Penetration testing can also have a number of secondary objectives, including testing the organization’s security incidents identification and response capability, testing employee security awareness or testing users’ compliance with security policies. 

41. Various strategies exist for penetration testing. It is essential that specific objectives are established before the testing starts. In addition to the penetration testing strategies to be used, consideration should be given to the types of testing the testing team is to carry out.

42. Without going in too much detail it is important to understand the most prominent testing strategies being used today as well as the major types of testing available.

43. External vs. internal testing. External testing refers to attacks on the organization’s network perimeter using procedures performed from outside the organization’s systems, that is, from the Internet to the Extranet. To conduct the test, the testing team begins by targeting the company’s externally visible servers or devices, such as the Domain Name Server (DNS), email server, web server or firewall. Internal testing is performed from within the organization’s technology environment. The focus is to understand what could happen if the network perimeter were successfully penetrated or what an authorized user could do to penetrate specific information resources within the organization’s network.

44. Blind and double blind vs. targeted testing strategy. In a blind strategy, the testing team is provided with only limited information concerning the organization’s information configuration. Double- blind testing extends the blind testing strategy in that the organization’s IT and security staff are not notified or informed beforehand to the planned testing activities. Targeted testing involves both the organization’s IT team and the penetration testing team being aware of the testing activities and being provided information concerning the target and the network design.

45. In addition to the penetration testing strategies to be used, consideration should be given to the types of testing the testing team is to carry out. These could include:

· Application security testing

· Denial of Service (DoS) testing

· War Dialing

· Wireless network penetration testing

· Social engineering

46. Penetration testing activities, in themselves, represent some level of risk and often require resources that have to be contracted out. We have developed the following table to assist in determining which strategy and type of testing would best fit the audit objectives and the resources available.
	 Penetration/Technical tests

	Test description and objective
	Name of the test, audit objective and description in layman terms the nature of the test to be performed

	Testing strategy


	Depending on the specific objectives to be achieved, external or internal testing can be used as well blind and double blind vs. targeted testing strategy.

	Type of testing
	Describes the type of testing to be carried out. Examples includes: Application security testing, Denial of service (DoS) testing, War dialing, Wireless network penetration testing, Social Engineering, etc.

	Process/methodology
	Describe how (procedures) the test will be performed and the software and hardware required

	Input
	Information required performing the test

	Effort
	Amount of effort required (time –default is by person unless otherwise noted)

	Output
	Report/results of the test including list of vulnerabilities

	Resources
	Describes the human resources required to conduct the test and the time required to conduct the test. i.e. technical expert, representative from the OAG and representative from the client.

	Period and location of testing
	Describe when the test will/should be performed and where it will be performed. i.e. at the client or in a laboratory.

	Risks 
	Describes the potential risks for the client of conducting this test and rates (high, medium or low) them.

	Vulnerabilities
	Describe the vulnerability that could potentially be found by conducting the test and provide an impact and risk rating in relation to the organization.


Section 3: 
Evaluating Financial Controls
ERPs change the role of Financial and IT Auditors

47. The role of financial auditors has rapidly evolved over the past several years. The introduction of new technologies such as Enterprise Resource Planning (ERP) packages has challenged traditional financial auditors to step out of their comfort zone and edge ever close to the world of Information Technology (IT) auditing. The reasons for this are simple:

· It is getting harder and harder to provide assurance over the financial results of an organization without intimately understanding the control process going on within the systems; and

· End users are now looking to electronically available information on organizations and as such the value of the traditional audit assurance is falling and the need for continuous assurance is increasing.

48. In a financial statement audit, the auditor's responsibility is to obtain a understanding of the accounting process and supporting framework for internal controls. If a control reliance audit strategy is planned, the internal controls must be tested and determined to be reliable. This task, in an ERP, requires specialized knowledge to be able to assess the possible risks and to identify the key controls. The trick is to acknowledge that the controls need to be identified and tested not only within the ERP itself, but also within the supporting technology infrastructure, and within the framework of supporting procedures outside the system.

49. When the audit client uses an ERP, the line between the traditional roles of financial auditor and IT auditor start to blur. Perhaps one of the biggest challenges in the e-Business era is the 'paperless' environment. This is made even more challenging when one consider that today's ERPs generate many transactions based on pre-configured conditions and parameters.
50. While auditors still require audit evidence to provide assurance and attest services, the nature of that evidence is moving more towards the electronic medium. This means that there is no approved, hard-copy source document to verify. In short, there is no paper-based audit trail. Instead, the verification process must consists of a review of the configured parameters, controls, and logs within the ERP and its web-enabled front end. The audit procedures will require joint execution by the IT and financial auditors, with each bringing to the table their complementary expertise.
Changes in Government Operations Emphasize “Control”
51. One of the key factors influencing our approach to auditing is the rapidly changing context and approaches for our audit of the government’s financial statements – the Public Accounts of Canada. A significant aspect of this change has been the implementation of the Government’s Financial Information Strategy (FIS).
52. FIS involves the introduction of more sophisticated enterprise resource planning systems, such as SAP and Oracle Financials, with the objective to better manage the affairs of government and the use of financial information and techniques to assist public servants in the performance of their work. These changes in operations emphasise “control” as a critical element in maintaining the integrity and reliability of the information of government.

53. The Financial Information Strategy had three objectives:
· Departments and agencies would select one of seven systems approved by the Treasury Board Secretariat and implement new financial information systems that would support the full accrual method of recording and reporting financial transactions. 

· The government would develop new accounting policies that comply with Canadian generally accepted accounting principles for the public sector. Departments and agencies would apply these policies and take primary responsibility for the quality and completeness of detailed information. They would also produce auditable annual financial statements. 

· Government managers would have access to better financial information and use it in their day-to-day decision making. 

54. The government's new accounting policies and its new financial information systems are only two elements of its Financial Information Strategy. They are essential building blocks supporting the third element of this strategy: providing government managers with access to better financial management information for their day-to-day decision making

The Role of the Auditor General of Canada
55. As financial auditors our role is to obtain an understanding of the accounting process and supporting framework of internal controls. Internal controls must be tested and determined to be reliable. This task, in an ERP environment, requires specialised knowledge and a developed methodology to be able to assess the possible risks and to identify manual and automated controls.

56. In 2001, we evaluated the controls governing ERP computer information systems, along with the related management and monitoring controls in three departments. Since then, we evaluated controls in fifteen other departments. The primary objectives of our controls assessments were to:

· Determine the extent to which the Office can place reliance on the controls in ERP systems in the eighteen departments in carrying out the audit of the government’s financial statements;
· Develop an audit approach that met our needs in auditing departments and Crown Corporations operating ERPs; and

· Train OAG staff involved in the assessments to ensure that they are conversant with the approach and the objectives of the assessment, including being conversant with the ERP and technical infrastructure components under review.

57. In 2001, since we did not have an approach for assessing controls in these complex ERP environments, we contracted the services of private sector firms who had a tested and proven approach. In our first three assessments, the scope of the engagement included knowledge transfer from the contractor's staff to the auditors participating on the assessments for all relevant aspects of the audit. Audit teams consisting of staff from the IT Audit and entity teams worked with staff from the contractor in order to ensure that the stated objectives were realized. In our subsequent assessments the audit teams consisted of staff from the IT Audit and entity teams with assistance, when required, from contractors.

58. When assessing controls we documented manual and automated controls and tested key controls focusing on two different layers within the ERP environments:

· General Computer Controls – those controls supporting all modules operating within the ERP
· Application Controls - those controls supporting each specific business cycle: expenditures, fixed assets and general ledger and financial reporting.

59. The first requirement was to develop, document, execute and review audit programs focusing on general computer or “environment” controls for each department and agency. General computer controls were segregated into the following categories:

· Information Security (network, database, operating system);

· System Acquisition, Development and Maintenance;

· Computer Operations; and

· Information Systems Support

60. After evaluating the general computer controls the audit teams developed, documented, executed and reviewed specific audit programs focusing on ERP applications controls that support the revenue, expenditure, inventory, HR/payroll and fixed asset business cycles.
61. Upon completing the field work in each entity, separate conclusions were made by the teams on the adequacy of the general computer controls and the control framework in each application and the effectiveness of its operation in supporting the account balances under audit.

62. The audit teams then briefed an OAG Committee tasked with modernizing the OAG’s approach to financial, control and compliance auditing. Next, the audit team met with officials in the entities and provided them with a detailed briefing on findings of the assessment. Finally, the teams provided senior management in the audit entities with a letter of recommendations outlining where general computer controls and application controls could be improved.
Many Challenges Remain
63. We have evaluated certain financial controls governing selected computer information systems, along with the related management and monitoring controls in 18 departments. In total, these reviews have addressed the controls governing 25 of the key systems and applications of the largest departments and agencies. We intend to continue these reviews over the next few years so that eventually the 75 key systems and applications of the largest departments and agencies are reviewed.

64. Although there are many elements to internal control, our objective for these reviews is to assess the quality of certain financial internal controls in selected financial information systems. We want to determine the extent to which the financial internal controls of various departments and agencies are sufficient to ensure the safeguarding of assets and that financial information is accurate, complete, and properly authorized.

65. In our controls evaluations we found that many challenges remain in improving controls for financial information systems in government departments.

66. Manual processing controls: We found that control frameworks do not appropriately integrate manual processing controls within the new electronic controls in an ERP environment. Key processing controls for purchasing, payment, and confirmation of receipt of goods and services are performed outside the information systems environment. Manual controls are less systematic and less comprehensive in their application than electronic controls. They can also be more easily circumvented, presenting the potential for error or fraud through incomplete, inaccurate, or unauthorized activity. 

67. Electronic security controls: In our assessments we noted that electronic security controls are not well managed. The primary control mechanism in many of the new systems is the management and control of user access rights and privileges. We found that too many individuals are provided broad system access, or that individuals are given permission to perform certain functions incompatible with their other roles and responsibilities. Consequently, information could be lost or corrupted.

68. Monitoring controls: Furthermore, we noted that monitoring controls require substantial improvement. These controls are an integral part of any control framework because they engage senior management in analyzing the reasonableness of results. Without sufficient monitoring controls, data accuracy and validity may be compromised and inaccurate or unauthorized expenditures may result. Management needs to do more than simply compare actual results with either budget figures or overall appropriation limits; such basic forms of review often fail to identify errors that have occurred but that are masked because expenses are within budget. Particular attention needs to be given to key financial performance measures such as changes in the capital assets or liabilities under a manager's control, or the aging of accounts receivable; the review of control and subsidiary ledger accounts; the review of unusual or higher-risk transactions, including selected grant and contribution payments; the review of suspense account balances; and the performance of periodic reconciliations of key control accounts (for example, accounts receivable, intergovernmental transactions, and cash).

69. New ERP financial systems: Overall, we found that departments are not fully exploiting the capabilities of their new financial systems. In many cases, these systems are used to do nothing more than compile the results produced using previously existing systems. As a result, many departments are maintaining their original systems and processes and developing interfaces between them and the new systems, rather than seeking opportunities to improve integration of these systems and processes. This approach to systems development and integration adds to the complexity and operational costs within the department because it must maintain both old and new systems and practices. Eventually these older systems will require extensive renovation or replacement. Departments need to ensure that their information systems plans gives consideration to the integration of the older systems with their new financial systems.
70. After three years of reporting on the significant weaknesses in these controls, we have continued to identify the same weaknesses. Departments have indicated a willingness to respond to these weaknesses and a few have shown significant improvement.
71. In many of the departments reviewed to date, we have noted that when controls exist, they are generally the detective type and not the preventive type that would exist if departments were using the automated capacities of the systems implemented. Preventive controls stop the wrong data from getting processed by the system and reduce the chance of the wrong information being included in the financial reports used for decision making.
72. With strong internal control systems being very important to risk management and to financial management and control, we have prioritized the control weaknesses arising from our controls assessments audit work that we believe should receive particular attention. We believe that these controls are the most critical to preventing and detecting errors. We also believe that these weaknesses, if present in a department or agency, need to be addressed within a reasonable period of time to avoid having an impact on decision making in departments.

73. We believe that the control weaknesses that we have identified are not insurmountable. With attention, most problems could be solved within a reasonable period of time. As a result, in the future we will start to formally assess and monitor the progress made by departments and agencies in addressing the control weaknesses we have noted.
74. For many departments, the key is to ensure that they continue to focus on the importance of the issue, on the different types of controls and control weaknesses, and on how to effectively implement the changes in their management processes so that the quality of their financial information is reinforced and improved.
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