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(Presupposition)

It is assumed that the following requirements are satisfied:

・Evidence is normally stored in electronic media.

・Evidence is transmitted to SAI through a telecommunications line.

・SAI may verify the record authenticity of transmitted evidence.

・SAI may use evidence for analysis as proper data.

(The method of verifying record authenticity is not discussed here.)

(Generalization)

It is preferable that reference materials and decision-making documents for use at the audit are all stored in electronic media.  For characters and numeric values, standard character codes will be used.  There should also be established rules for facilitating the reuse of data, such as unifying document formats into XML, in order to create an environment in which we can check evidence data at any time during an audit process or a decision-making process.

The auditee notifies SAI of the data location, storage media, physical/logical format, record format, DB for access, access control rules, data update frequency, and data in the archives file access method, and provides a means of access.  For the auditee, this will be a means of fulfilling accountability in accounting.

To access and process data managed in a database, SAI acquires the necessary tools and trains staff in advance.  Training for the maintenance of security-level is also important.

In some cases, the auditee fetches data from the database periodically and stores it as text files for each table in preparation for audit.

For most elements of the technological aspect of data collection, online/offline is not significant in audit. The advantages of online are merely the following:

a. Statuses at specific timings, or the latest status, can be checked at any time.

b. Data transportation costs can be suppressed.

An audit may be necessary at the moment of data generation, but in special cases only.  For example, a special case would be that of a person intentionally performing an illegal act and erasing its record.  However, such special cases belong to the category of internal audits on auditees, or to crime investigation activities, and are hardly related to SAI activities.

Nevertheless, it is a great advantage to have the ability to fetch snapshots of a specific timing for audit.

(Data mining)

If data related to the database of an auditee accumulates while the auditee is doing their work, and SAI can access all data thus accumulated, the auditee will be relieved of the burden of preparing data for audit.  SAI will also be relieved of the burden of extracting conditions for receiving the necessary data and of negotiating with the auditee.

SAI can at any time receive data to proceed with audits. Since even data not used for ordinary audit can be accessed, SAI may be able to find a new perspective from correlations between different data by using the technique of data mining.

(Things to be considered)

If all data can be collected, we need not consider its use in other audit projects.  For data acquisition, we need only establish a technique of accessing each kind of data by considering the data accumulation period, accuracy, update frequency, and the delay between the time when an event occurs and the moment when its data is accumulated.

If this data collection is not possible, or if only the minimum necessary data is available for a specific audit:

A. Do we collect data with other audit projects in mind?

We should thoroughly understand the contents of other projects.

B. Do we accumulate as much data as possible or permit access at any time, irrespective of current or planned audit projects and their progress?
Under some circumstances, the auditee may be forced to do wasteful work.

(Example of project)

If medical institutions charge their clinical costs to a public medical insurance scheme at every medical consultation or treatment, some system is necessary for receiving the bills electronically.

Data accumulated in the database contains the following fields (columns):

Patient ID

Doctor ID

Medical institution ID

Medical institution IP address

Name or code of disease/injury
Date of consultation and treatment

Details of treatment (including medication)

Instrumentation

This data is generated at medical institutions and sent to the insurer.

1. Audit into the legitimate payment of a subsidy for a clinical case (main project)

a. Do the details of treatment match the disease/injury?

Data is fetched only about specific disease/injury, and instances of treatment that differ from others are extracted.  Then the cases are to be certified individually (sorting by diagnosis).

b. Does the detail of treatment match the instrumentation and medication?

Data is fetched only about specific treatment, and instances of instrumentation or medication that differ from others are extracted.  Then the cases are examined individually (sorting by the details of treatment).

c. Is the medical institution qualified for treatment, instrumentation, or medication?

A medical institution may require a special qualification for treatment, instrumentation, or medication.  This qualification is to be certified (medical institution data also necessary).

d. Is the patient receiving treatment at more than one medical institution and receiving excess medication? (Profiting by selling surplus medicines, or an illegal act by the medical institution)

Each case is checked to see that the same patient is not receiving treatment for the same disease/injury at more than one medical institution, thus receiving excess medication and able to resell government-subsidized medicines for profit.  These cases are against the purpose of the subsidy. 

2. Audit to conduct no conflict with the use of another insurance system (another project)

a. With worker's accident compensation insurance

An insurance system different from the general medical insurance applies to a worker made sick or injured by a accident at work.  If both insurance systems are used, charging becomes illegal. 

If a medical insurance system is frequently selected inappropriately, there may be an institutional problem within the medical insurance systems.

b. With unemployment insurance

An unemployment allowance is paid to an insured who is willing and able to work but cannot find a job.  Depending on the details of medical treatment, however, the requirement of being able to work may not be satisfied.  This constitutes an inappropriate unemployment allowance. 

c. With another medical insurance system

By checking payments from several medical insurance systems, including private ones, over-insurance can be identified. 

3. System audit on this charging system (another project)

a. Does the data volume match the system scale?

b. Is data exchange safe and reliable?

4. Matching data in the medication control system at the medical institution to find illegal charging (another project)

a. Do the details of medical charges match the stock and transfer of medicines?

(Comprehensive data analysis)

As explained so far, it is important to conduct an audit for a specific purpose.  If various data is collected, however, we can also analyze the background of a problem by reviewing the timing, place, and situation of inappropriate accounting.

For example, inappropriate accounting may be categorized by the following factors:

Liable to occur in the jurisdiction of an office that makes audits infrequently

Liable to occur in an area where the population is growing rapidly

Liable to occur in an area where the age composition of residents is not balanced

Liable to occur at the year end

Liable to occur after a disaster like a typhoon

Connected to the economy

Liable to occur in cases where a specific age group is insured

Data helps in planning measures to deal with these factors.

(Environment to be prepared)

Data sent from each ministries and agencies to SAI should be correct, should conform to an appropriate protocol, and be acquired at an appropriate timing.

It is preferable that data generated by accounting can be collected directly from each government organization.  Other statistical data also needs to be prepared for easy collection.

If data exchange is found to be inconsistent, we can advise the auditee to design reliable, safe, and efficient data communication systems on the audit recommendation.
The consistency of data exchange is not only helpful for audits but also promotes data distribution between relevant departments and bureaus, provides the materials appropriate for determining policies, and becomes a means of governmental accountability.

Regardless of SAI activities, therefore, the government should establish an organization responsible for promoting smooth data exchange on the condition specific circumstances are fulfilled.  The department or bureau will be authorized to advise on the code design of a system developed and operated by the government.  The department or bureau developing the system is expected to pay due regard to such advice.

(Notes)

A system for analyzing an enormous volume of data from various aspects will be of great help in audits.  However, we should also note and carefully control the following risks:

a. Data destruction

Since direct access is anticipated to a database used by an auditee at work, the system should be carefully designed so that SAI can acquire data without affecting either the data or database structure.

Even when audit an ever-changing condition, it is necessary to avoid real-time access to a database used by an auditee at work.  Processing data on such a database would be risky, and would lower the performance of the auditee's work system.

b. Infringement of privacy

During an audit, an auditor may identify an individual, access private data, or obtain secret information on an individual by combining several databases.

With this in mind, a database structure should be designed that keeps audit data anonymous and contains only data necessary for the audit.  An audit using this kind of database will solve the problem of privacy.

c. Unintended use

As with original and intermediate processing results, a group of data created by this audit system will allow its use only for the purpose of audit.  However, it is not easy to prevent unintended usage.

SAI should be able to prevent unintended use if several staff members examine the necessity of access to each item (field) or record in data submitted (transmitted) from an auditee, and receive approval from a responsible person.
It is also necessary to have the SAI staff audited in respect of data handling.

d. Data leakage

I believe that auditees are taking adequate measures against data leakage. However, SAI should handle data more strictly than do auditees, in order to prevent such leakage.  It is also necessary to consider data leakage that may be caused by a disaster.

Because of the transmission system, the demarcation point in a transmission line for transfer of responsibility from an auditee to SAI is not clear.  This should be noted in system design, and requires agreement by both parties.

e. Break of record authenticity

This paper presupposes that record authenticity is secured.  In general, however, some measures must be taken to secure such authenticity.  This should be guaranteed at the stage of transmission from an auditee, and the results of analysis at SAI must also be guaranteed to be correct.

We must always be ready to explain that the reference data is correct, the processing procedures are clear, and the processing results are appropriate for judgment.

(Current status of Japan)

SAI-Japan is not currently undertaking the online audits discussed here.

However, we have been gradually extending a high-security network since 1996, linking ministries and agencies, local governments, and government affiliated organizations.  We are now discussing the collection of various data for audit by means of this communication infrastructure.

About 20 years ago, SAI started collecting data periodically on magnetic tapes and other media, and analyzing the data to select the target areas or insurance recipients.  We also analyze data actually exchanged by auditees.  Through these activities, we are trying to present guidance for an appropriate system design.

The recent enhancement of PC performance has facilitated the desktop analysis of a large volume of data, and has created an environment that facilitates even more complicated data analysis.  Auditors can now easily work on a wider range of projects.

In this environment, we are now developing a more appropriate technique for efficient data analysis.

(Future subjects)

Some rules for improving the technical power of staff, and for keeping the data, information systems, and personnel of both parties under appropriate control, are necessary for an auditee to achieve the administrative purpose and fulfill its accountability, and for SAI to efficiently proceed with auditing.

In information technology, it is difficult to forecast future technological trends and social situations based on such technology.

Considering these matters, we must avoid circumstances in which the rules of data exchange agreed between the auditee and SAI constrain the design of the auditee's information system and disable the selection of an appropriate means.  This kind of constraint may fetter the improvement of services to citizens.

SAI needs to produce strategies and tactics from the viewpoint of the citizens who enjoy public services.  To do so, we should actively continue with surveys, research, and education.
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