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Introduction
It is a pleasure to address the INTOSAI WGITA 6th Performance Auditing Seminar this year. 
Tools and approaches to measuring the effectiveness of IT systems, and IT systems implemented by public sector entities draws a healthy debate – we know how to define information systems, we generally are able to identify and assess the success of an IT implementation, but selecting an appropriate framework for measuring the effectiveness of IT systems has proven problematic for a whole host of reasons, namely ‘how do you value the storage, retrieval and management of corporate information?’
The ASOSAI Research Project in 2000[footnoteRef:1] noted:  [1:  5th ASOSAI Research Project – Performance Audit Guidelines, October 2000, page 10.] 

Performance Audits have a dual role. They provide clients with information and assurance about the quality of management of public resources and [they also] assist public sector managers by identifying and promoting better management practices. Performance Auditing may therefore lead to better accountability, improved economy and efficiency in the acquisition of resources, improved effectiveness in achieving public sector program objectives, a higher quality in public sector service delivery and improved management planning and control.
Traditionally, Performance Auditing of information technology has focused on program management, and the extent to which technology implementation has contributed to transparency. Selection of audit topics focuses on audits expected to add maximum value in terms of improved accountability, economy, efficiency and effectiveness, and to provide appropriate coverage of program operations within the limitations of audit resources available. 
Developing an effective program of audit topics that also measure the effectiveness of IT implementations in government has a number of unique considerations. For example, IT systems often span program or departmental portfolios; data and information custodianship can be difficult to ascertain; there may be inconsistencies in accounting approaches to measuring asset valuations and impairments; and there are often cross-portfolio budget arrangements. All these issues impact upon both the audit approach and program coverage to analyse the enduring benefits IT provides to the implementation and management of government programs. This issue is further compounded by difficulties in obtaining sufficient audit evidence that supports audit assessments, particularly when this evidence is likely to be derived using complex and specialist data mining techniques. 
I will now provide a brief outline of the changing IT environment along with an overview of the ANAO function and audit products. I will then discuss the initiatives, current benefits and projects benefits of our capability improvement program. 
Where are we at today
When it all comes down to it, for many ‘information is the fuel in government business.[footnoteRef:2]’ ‘Since the 1980s, there has been a growing interest in computers as tools to help control the quantities of information handled by various governmental entities. The changes from hand and typewritten hardcopy to imaging and other forms of electronic media have changed people’s perception of the role of information technology. Consequently, there is a growing body of research focusing on the role of public-sector executives and information officers in making the decisions necessary to implement and support organisational changes to that organisations can be more conducive to information technology use.[footnoteRef:3]’  [2:  Sharon L. Caudle. “Managing Information Resources in State Government,” Public Administration Review
(September/October 1990): 515-23. As cited in Babcock et al (1995).]  [3:  Babcock et al (1995): “Executive Use of Information Technology in the in the Public Sector. An Empirical Examination”, Journal of Government Information. Vol. 22, No. 2, pp. 119-130 1995.
] 

This is in contrast to the axiom that public sector constraints such as fiscal resources, accountability, and statutory limitations pose red-tape barriers to public IT development and transfer. Research that examines the success of IT integration into the business setting has found that measurement of the success (or not) is not only difficult to quantify; but ideologically difficult to qualify. 
In the late 1990s, a large Australian public sector entity undertook an extensive review of its IT services (known as the ‘PRITCO Review’) the task was to ‘identify whether the net spend on IT over a period of 10 years had achieved benefits to the organisation’. In fact, it was one of the first reviews that sought to look at resource utilization, use function point analysis to assess complexity and apply a statistical methodology to assess savings from expenditure in other areas, such as staff costs. The review sought to measure:
· functionality;
· integration of IT with business or service delivery programs;
· projected IT spend in the future to manage the current implementation of technology; and
· estimates for future uptake of future technology. 
Ideologically, measuring performance of IT is difficult. What began as a means of work support for clerical functions, such as word processing, has become a means of supporting the work of managers and professionals within an organisation. Twenty years ago management was concerned with training of staff in technology and removing the ‘techno-babble’ jargon to increase staff uptake of use of information technology to assist with work efficiency. 
Today, the IT concepts that trouble entities now relate more to:
· the information criteria of confidentiality, availability and integrity of data and information; 
· improving resource utilization, which often involves implementing new technologies, such as virtualization, that aims to increase hardware and software utilization, and reduce administrator deployment; 
· ensuring that there is sufficient and suitable accountability mechanisms in place to justify expenditure and maintain the integrity of corporate information. 
In addition, support for developing and implementing audit programs has also changed.
Again, twenty years ago either the use of specialist IT Audit staff was unheard of, or was limited to specific assistance on file uploads and batch transfers. Today’s audit requires a diverse range of auditor skills and knowledge, including an understanding of accounting, business processes, and corporate functions. The change in skill levels and auditor backgrounds reflects the increased reliance that business and government has on IT to perform and manage delivery of government programs. 
In the 1990s, magnetic tapes and server farms largely replaced the paper files, and the terms ‘accuracy, integrity and confidentiality’ of information required technical knowledge and review of applications as well as mainframe and midrange computer systems. The benefits of technology were measured less in the ‘uptake’ and more on the ‘alignment of strategic planning and the alignment of controls to minimise the risks.’
Today it is different again – virtualisation of servers, Enterprise Resource Management systems, complex and technical management of messaging and ‘queues’, Identity Access Management, User support and continuity of services are critical components of an effective and efficient IT program that increasingly – in government – is subject to limited budgets – and often subject to periodic review. 
The technology not only changed – but the old adage that increased integration increases complexity (and often risk) has become a reality. Today’s IT auditor is, as I call it, an ‘intuitive generalist’ – able to apply background knowledge and concepts swiftly to the task at hand; skeptically reviewing client information; implementing audit procedures and evaluating evidence that meet the audit objective and evidence requirements of the relevant auditing standards. It is therefore important that the IT audit program and methodology and staff skill development sufficiently addresses the changing use and uptake of technology. 
The Role of the ANAO
The importance of the audit function to the Australian Parliament has long been recognised. From the earliest days of Australian Federation, a public audit function was seen as critical to provide accountability for the expenditure of public monies, and to establish a uniform system to deal with Australian Government accounts, and to maintain financial propriety and due process. 
In the late 1970s the role of the Auditor-General was expanded to provide an independent review of the performance and accountability of the Australian public sector in its use of public resources. The primary role of the ANAO is to report to Parliament on the performance of public sector agencies. In fulfilling this role, the ANAO undertakes a program of Performance and Financial Statement Audits, and through these two audit products aim to foster improvement in public administration and provide independent assurance of public sector financial reporting, administration, control and accountability. 
The IT Audit Group in the ANAO has traditionally provided support to Financial Statement Audits. In many ways this requirement grew not from a lack of demand from Performance Audit, but is attributed to the fact that the Financial Statement Audit function has had a consistent requirement to engage IT auditors to support assessment of controls that provide for accuracy and integrity of financial reports. 
Part 2: Enhancing IT Audit Capability
The next part of this presentation will provide a background our IT capability enhancement project and the current initiatives that are underway. In addition I will discuss the rationale and projected benefits.
Project Background
During the most recent Australia Government budget (May 2009), the ANAO received additional funding for enhancing IT Audit capability in support of audit outcomes. This is a reflection of the growing significance of technology within the Australian Government and the need to provide assurance over such technology.
Central to the planned use of the new funding, is to increase the level and nature of IT Audit analysis capability in both Financial Statement and Performance Audit products. The initial focus is to be on Performance Audit products.
The ANAO is currently implementing a five-year program consisting of a number of key initiatives to enhance IT audit capability. The initiatives include: 
· implementation of IT Audit Performance Audit products; 
· enhancement of data analysis methodology and support; 
· specialised staff training programs; and 
· investment in specialist analytical tools. 
A critical component of the program involves increased training and mentoring of all audit teams to increase the awareness and use of base level analytical tools and software. 
Major outcomes of planned initiatives will be to: 
· Increase use of analytical software to assess program administration of systems and information; 
· increase ability to forensically extract and manipulate data, and test agency data systems, particularly those with multiple programs and interoperability with other agencies; and 
· plan and deliver an audit program focused on contemporary and emerging IT topics. 
Overview of the Implementation Program
Our implementation program identified that there were two main outcomes to enhancing the use of IT Audit to improve Performance Audit products. In addition, we considered it important to measure that capability improvements were clearly linked to the projected outcomes, as illustrated in Figure 1.
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Outcome A: Focuses on staff skills development, procurement and implementation of hardware and software, and review and implementation of the IT Audit methodology to provide alignment with Performance Audit techniques and objectives.
Outcome B: IT Audit has always provided assistance to Performance Audit products, however, resourcing management tended to support the annual Financial Statement Audit process. A critical objective for year 1 is that by 30 June 2010 (the end of the financial year) Outcome B will be known as ‘business as usual support.’ This will integrate IT Audit as a resource that is available to support Performance Audit, but will also:
· contribute to the development of the annual audit program; 
· provide consultation for individual audit planning (that is linked to the audit methodology); and
· implement a robust and repeatable methodology to support evaluation and review of Information Technology systems and processes that support Performance Audit objectives.
[bookmark: _Ref252349104]Figure 2: Capability Implementation Plan - Year 1

The above diagram (Figure 2) has evolved as a critical artifact of our capability project. Initiatives supporting Capabilities 1 to 3 will be progressively implemented over a five-year period. Capability 4 has been determined to have a more aggressive timeframe, and therefore an increased focus for the first year. 
Developing a data analysis methodology to support Performance Audit, and ensuring that all Performance Audit employees are trained in both the methodology and support tools is a significant deliverable for Year 1. Central to this is also ensuring that staff not only develop an understanding of how data analysis may support Performance Audit objectives and improve work paper quality, but understand the stringent security requirements of the Australian Government. 
Expected Benefits
In developing our capability program, a key question to address was ‘how to measure success’ and provide reporting on the achievements and benefits stemming from the additional funding. 
Traditional measures such as ‘increase in support hours’ or ‘number of staff attending training’ did not provide an estimate of cultural change or acceptance of the project’s objectives. Rather, it was considered that the overall contribution of the project to the role of the ANAO was considered more relevant, and factors such as quality of audit findings and the inclusion of contemporary IT-related topics into the audit program were more relevant to the ANAO’s role in improving public administration. 
Achieving the key objectives of the IT capability project is seen as having the following benefits: 
· An increase in qualitative findings, better work papers and increased understanding of the auditee business;
· Increased investment in specialist analytical tools to support more detailed work papers and to increase auditor reliance and use of data analysis as evidence to support reports and findings; and 
· Inclusion of IT concepts and risks in the annual Performance Audit program.
Implementation Challenges
The transition from a service group that had traditionally provided Financial Statement Audit support to one also providing Performance Audit support required an enhancement in service group support in several areas, mainly:
· Review of the existing IT Audit methodology; 
· Development of an audit program;
· Definition of IT audit ‘products’ to support Performance Audit objectives; and
· Development and implementation of a data analysis framework.
Audit methodology review
A key challenge was to transform the traditional Financial Statement Audit ‘controls’ audit approach and move away from the onion ‘layer’ style that has been the benchmark for IT Audit methodologies. 
Figure 3 below illustrates the methodology used by IT Audit to support Financial Statement Audit. The importance of this methodology is that it is infinitely scalable and supports a risk based approach currently required for Financial Statement Audit. In addition, it emphasises the concept of ‘effective/not effective’ decision points to determine whether further audit procedures are warranted.
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While an efficient approach to support the assessment of controls for Financial Statement Audits, such a methodology lacks support for Performance Audits as it does not address the aspects of the efficiency or effectiveness of IT support for an agency program. In addition, Performance Audits generally require either a review of specific and ‘discrete’ IT support functions, such as ‘IT operations’, or ‘User Support Processes.’
Thus the concept of ‘peeling away the onion skin layers’ until one has sufficient assurance over the reliability of a control or a process may either not fully address the Performance Audit criteria, or it may lead an auditor to spend too much time assessing process controls rather than isolating testing to look at specific information criteria. Performance Audit scope generally requires additional emphasis on technical controls to address a broad range of information criteria necessary to assess the reliability of information and evidence that the audit is reviewing.
As a result, our methodology has been revised to include IT Audit procedures that encompass a greater depth of ‘IT domains’ and cross references information criteria of efficiency, effectiveness, reliability and compliance, in addition to the traditional criteria of confidentiality, integrity and availability. The revised methodology is illustrated below.
Figure 4: Revised IT Audit Methodology

A critical change to the methodology is an increased emphasis on assessment of the integrity of the systems. This is necessary to facilitate a projected increase in data analysis that supports the increase in qualitative findings and analysis/review of audit criteria. 
Development of audit program
The ANAO undertakes approximately 55 Performance Audits each financial year. In addition to reporting on unsatisfactory matters found during each audit, it is important to identify areas for improvement in public administration and better practice. The ANAO’s preferred approach is to encourage agencies to take any necessary actions to remediate matters identified during the course of an audit. 
Traditionally, the ANAO has selected Performance Audits with regard to risk, materiality, portfolio coverage and requests or suggestions made by Joint Parliamentary Committees, Ministers and members of parliament. Audit topics encompassed in the audit program generally cover:
· Major Defence procurements;
· Taxation administration;
· Administration of grants and selected government programs;
· Green procurement by government departments;
· Compliance with the Australian Government Financial Framework;
· Performance reporting; and
· Contract or project management.
With regards to IT specific areas, topics such as IT security and the implementation of large IT systems have generally been a recurring theme. However, including IT as a consistent theme or including specialist and technical IT Audits has generally not been a theme embedded in the Performance Audit program. Such topics have been included as criteria for Performance Audits but generally not performed for cross-agency audits that seek to report back on a sample of selected organisations. It is anticipated, that the enhanced capability will enable the annual work program to address significant and emerging IT risks to government, and complement the traditional audit program topics. 
Key to the development of the annual work program has been a detailed assessment of critical IT infrastructure risks, such as:
· Resilience of IT systems – Business continuity practices and the effectiveness of disaster recovery frameworks. 
· Validation of IT security controls through increased technical testing of network and application security. This will be addressed as either a combination of or inclusion as a ‘theme’ for other audit program topics.
· Application reviews, particularly the use of small systems to support government programs. Increasingly agencies rely on spreadsheets or user designed databases which have a number of inherent risks, often lacking the rigour and discipline in design, implementation and user access management controls. 
IT Audit ‘products’ to support Performance Audit objectives
Largely the products that IT Audit delivers are an outcome of demand from Performance Audit. However they are constrained by factors such as availability of IT Audit specialists. Performance Audit demands for IT Audit specialists must be tailored to suit each engagement. This is true to some extent for the Financial Statement Audit, however, a key difference is consideration of the nature, timing and extent of audit procedures to obtain sufficient evidence to support audit conclusions.
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A further difference is the emphasis on IT system design and data management controls which required a greater depth of knowledge from IT auditors than has been traditionally required. It is projected that IT Audit support to undertake more detailed and complex data analysis and modelling will increase significantly by Year 2 of the project.
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Figure 7 summarises the key IT Audit products that are anticipated to support the enhanced Performance Audit function. Specialist assistance in review of discrete IT processes has generally always been performed by IT Audit. However, a key change is that the audit group has integrated the IT Audit methodology with the audit process to provide that an understanding of IT support processes and the auditee use of its information systems is captured during Performance Audit planning. 
In addition, it is anticipated that the role of IT Audit in facilitating data analysis will move towards supporting complex analysis and modelling tasks, using predictive analysis techniques and utilising specialist software. Support for IT technical audits has already commenced and is likely to require increased resourcing from Year 2 to provide the specialist IT professionals required to perform such projects.
Development and implementation of data analysis framework 
The analysis methodology that has been developed to support Performance Audit places an emphasis on understanding the auditee business and evaluating analysis prior to reporting to the auditee. This is a typical workflow for data mining techniques, however, it is anticipated that such a methodology will increase the rigor and discipline in data analysis. An important aspect of our analysis work is the preservation of data integrity. Data corruption is common and can often present subtly. We include procedures to ensure data is (and remains) both accurate and includes the entire population (completeness). Data integrity provides assurance that the information is trustworthy.
The methodology will be applied by all Performance Auditors, freeing up IT Audit time and expertise to focus upon predictive analysis and ‘complex’ analysis that may require, for example, extensive data cleaning, complex data matching and queries from different data sources.
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The ANAO currently use IDEA to support data analysis requirements. A major activity for the project was to determine if the existing product suited Performance Audit requirements or if procurement and implementation of a different product would be more appropriate. 
IDEA has provided excellent support for Financial Statement Audit requirements. Importantly, it maintains a detailed audit trail of queries and changes made to the source data which is critical to comply with the auditing standards. However it is resource intensive and requires ongoing training for staff to appropriately apply and use analysis functions. ‘Out of the box’ it does not provide standard Financial Statement Audit queries nor is it useful for predictive analysis or data mining techniques. 
IDEA has also been successfully used on a number of Performance Audit activities in previous years, particularly in the area of data integrity assessments. Recent audits in this regard include: The Management and Processing of Annual Leave,[footnoteRef:4] the Accuracy of Medicare Claims Processing,[footnoteRef:5] and Data Integrity in the Child Support Agency.[footnoteRef:6] [4:  ANAO Audit Report 10, 2009-10. www.anao.gov.au/uploads/documents/2009-10_Audit_Report_4.pdf ]  [5:  ANAO Audit Report 20, 2007-08. www.anao.gov.au/uploads/documents/2007-08_Audit_Report_20.pdf]  [6:  ANAO Audit Report 16, 2007-08. www.anao.gov.au/uploads/documents/2007-08_Audit_Report_16.pdf ] 

Conclusion
The ever changing technology environment along with the growing dependency on technology for key government business process and service delivery creates new challenges for organisations, along with a new risk profile for the audit process. Technology can also increase the opportunity for fraud and corruption.
A theme running through my presentation today is that in order to achieve the objective to measure the effectiveness of government IT systems, requires skilled auditors that:
· Have a sound understanding of the challenges that governments face in delivery of services;
· Have detailed knowledge of technology related risks;
· Identify emerging IT issues; and
· Understand how information technology is used to support efficient service delivery. 
Staff training, experience, implementation of a sound IT Audit methodology, and appropriate data analysis are all critical components to developing and implementing an audit program that assesses the effectiveness of government IT systems. 
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