MST 2010: Proposal of methodology for the execution of comprehensive audits on large information technology projects in the Brazilian Federal Government
1. Introduction
Information technology (IT) is essential for the efficiency and effectiveness of all activities/tasks of the Brazilian Federal Government (FPA). The /automation of the management processes in the government agencies and entities is an urgent need, in view of the complexity of execution and monitoring of Government programs and actions. Out of such need, arises the demand for investments and expenses in IT, which have been increasing year after year. Audits of the Brazilian Court of Audit (TCUTCU) carried out in 2007 and 2008 have identified approximately R$ 6.5 billion in expenses with IT within the Federal Budget (Court Decision No. 371/08). In addition, the prediction in the Tax and Social Security Budget to be spent with it in 2009 was of R$ 7 billion, not considering expenses with government-owned companies and mixed-capital corporations.

Upon an increase in demand and in the expenses with IT, it is expected that the implementation of IT governance in all of its aspects becomes a priority in order to make sure the IT area objectives are aligned with the strategic goals of the government agencies and entities. However, the scenario is not positive. Among several issues, it is worth mentioning severe failures in the IT governance in 255 entities of the Federal Government, identified by means of a questionnaire that served as basis for Court Decision No. 1603/08. Besides that, TCU has been identifying severe irregularities in the outsourcing model and in the purchase of IT goods and services (Court Decision No. 2.471/08).

Every year, TCU guides its actions by identifying the most significant themes (MST). The 2010 MST is a result of a series of works that started in 2007. During that year, the Brazilian Court of Audit, in order to guide its performance, chose  "Outsourcing in the Public Sector as one of the Most Significant Themes.” Within this theme, the subtopic "Outsourcing in IT” was considered. In Court Decision No. 435/07 (classified), the Information Technology Auditing Secretariat was assigned to coordinate the audits that were within the scope of the Most Significant Themes (MST) “Outsourcing in the Federal Public Administration,” subtopic “Outsourcing in IT.”
Within this context, a Centralized Guidance Audit (CGA) took place. The procedure for this control activity includes centralized preparation, decentralized execution, and merging of results. The purpose of this auditing system is to assess, in a broad and consolidated manner, a theme, program or action of the Government, aiming at achieving a general view of the situations observed, identifying the most common and relevant irregularities, and proposing improvements to the control mechanisms, to the legislation or to the model of execution of the program or action, under the responsibility of one or more federal agencies.

The results of this audit set the ground for Court Decision 2.471/08, which could be considered a landmark in TCU’s understanding of topics such as the implementation of IT governance and the interpretation of standards for the purchase of IT goods and services in the FPA.

Given the growing importance of IT as to the execution and control of public policies, the TCU introduced into its Audit Plan of 2009 the guidelines and Most Significant Themes to be handled by the Court. Among these themes are the possibility of surveys that might provide grounds for the 2010 audit plan which highlights, among other themes to be developed, the large IT projects in the FPA.

In face of TCU’s strategic direction and considering that two years have elapsed since the last set of integrated audits (performance and compliance audits) on that topic, the idea of expanding the reach of the work came up, binding the proposed theme (large IT projects) to others that had already been handled in specific cases, such as IT governance, acquisition procedure for IT goods and services, information security, service management, project management, and software development. Within the scope of this work, the MST 2010 is therefore defined as the planning, execution, and monitoring project of the integrated audits, whose main goal is to produce a descriptive map of the FPA agencies that deal with the above-mentioned topics.

The distribution of work packages of this project allows a view of the strategy employed by the Sefti/TCU to carry out, during the pre-established period of one year, a set of integrated audits in the IT area at government agencies and entities of the FPA, selected based on the application of a risk analysis methodology.

This article shows the general objective, the specific goals, and the expected results of the project, along with its scope, which was divided into five stages: planning, questionnaire, general IT controls, specific audits and merging of results. The work describes in detail the goals, the activities, the execution and monitoring strategies, and the main products anticipated for each stage, so as to demonstrate the methodology proposed for the project’s execution. 

2. General Objective and Specific Goals:
The major objective of the work is to produce a map that will describe the situation of IT in the FPA.
Among the specific goals, the following are highlighted:

· to verify if the large IT projects are aligned with the organizational strategy;

· to verify if the area and the large IT projects are being managed in accordance with the best practices of IT governance;

· to verify if the large IT projects are being produced and carried out in compliance with the legislation
· to verify the efficiency  of the execution and monitoring of large IT projects, making it possible for the Administration to hire with advantageous prices;
· to verify the effectiveness of the execution and monitoring of large IT projects, in accordance with international practices of services management , project management and software development;

· to verify the performance of the core rule making authorities and of internal control units when establishing guidelines for assessment and monitoring of large IT projects.
3. Expected Results
With the MST 2010, the following outcomes are expected:

· improvement of IT management taking into account the recommendations and diagnosis;
· correction of irregularities in the elaboration of hiring documents for IT goods and services (basic projects, terms of reference, official bidding notices and contracts) according to the standards defined;

· definition and adoption of measures to financially quantify the losses of the Administration in cases of inefficiency and irregularities;

· mitigation of  potential overpricing and overcharging during the hiring phase of large IT projects;

· mitigation of  potential  anti-economic acts during the execution of large IT projects;

· improvement of the guidelines established by the major internal control authorities of the FPA, regarding the general controls used by the IT area;

· fostering of social control, publishing the results obtained to the society.

4. Methodology 
4.1. Stage 1 - Planning
The purpose of the planning stage is to detail the agencies, entities, systems and information technology projects to be audited, as well as the execution and monitoring strategies of the control actions proposed. 
Definition and description of the subject matters of control to be audited shall be carried out in accordance with the specific methodology of significance analysis (materiality, risk, relevance, opportunity) of the agencies, based on the full  standard cycle of competitive intelligence (Figure 1).. The result of this is demonstrated in the Significance Matrix of the Sefti (Max-Sefti).
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Figure 1
Max-Sefti was conceived based on the need to obtain, in an expedited and timely manner, answers to several questions, such as:

1. Which among the jurisdictional units of the TCUTCU settled the largest amounts in expenses with IT in a certain period of time?

2. Which among the programs and actions of the Government had, in absolute and relative terms, the largest amount of funds cited  and settled in IT?

3. How is it possible to quantify Sefti’s need to verify bids, contracts and corporate systems?

4. How to obtain a set of data that will describe, from the  IT management viewpoint, the elements involved in an oversight case under the responsibility of Sefti? (jurisdictional units, bidding, contract, etc.).
5. How are the IT expenses in the FPA distributed by the companies that are in the market?

6. What is the impact of IT on the improvement of effectiveness and efficiency of a governmental program or action?

The above-listed questions are examples of the countless inquiries that may be answered based on the information of strategic background made available to Sefti. Pursuant to this fact, the Max-Sefti structure, depending on  the interest and availability of data, contains a variable and indicators that, when combined, may produce useful knowledge for the selection of agencies/entities to be audited during the MST 2010.

In order to develop the Max-Sefti, data capturing, treatment, availability, analysis, and dissemination activities will be carried out, as well as assessment of the relevance criteria (budgeting, financial, contractual and geographic information) about the subject matters of control (agencies, entities, systems, contracts, biddings, projects) subject to auditing. 
Figure 2 illustrates a form of viewing the Max-Sefti. The faces of a cube represent the dimensions of the Matrix and the content of each analysis corresponds to the sum of the significance rates abstracted from the intersection between the chosen variables (subject matter of audits, relevance criteria and period of time). 
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Figure 2
The steps to be followed for the significance analysis in the Max-Sefti are as follows:
1. Choosing a period to be analyzed;
2. Choosing a subject matter for auditing; 

3. Choosing one or more relevance criteria associated with  the chosen subject matter of auditing;

4. Adding the values of the significance indicators for each chosen criteria;

5. Organize the sum obtained in the previous item in order from largest to smallest.
While carrying out these activities, the Max-Sefti will provide a list of subject matters of audit associated with an amount that represents its significance, based on the chosen criteria. There is flexibility in the decision-making process, given the possibility of the analyst choosing to use the combinations between a period of time, a subject matter of auditing, and several relevance criteria.

In order to meet the purpose of planning the audits of the selected subject matters of control, a set of initial questions, criteria and auditing procedures will be defined, to be used in the audits, which encompass important topics such as IT governance, information security, business continuity management, IT service support and delivery, purchase of IT commodities and services, internal controls, and others. Due to decisions made prior to the project (performance of audits by non-specialized units) obtaining a simple and reasonable set of questions, procedures and auditing criteria is a challenge in this phase t, some of the topics cannot be handled with excessive technical deepness.
The products expected of this stage shall be represented in a survey report that contains information on the subject matters of control that will be audited (agency, entity, contract, project, etc.)., A few questions, procedures and auditing criteria will be associated to each subject matter of control found so as to produce a document that will serve as input for the planning of the audits that comprise the MST 2010. Within the scope of the TCU, this instrument is a Planning Matrix, foreseen in Segecex Norm No. 26/2009, composed of the following information for each agency/entity to be audited: 
1. Auditing questions: present, in the form of questions, the different aspects that compose the scope of the audit and that shall be investigated with the purpose of achieving  the goal;

2. Required information: Identify the necessary information to answer the auditing question;
3. Sources of information: Identify the sources of each information item required in the previous column. These sources relate to the techniques employed;
4. Procedures: Code or declaration of the procedure;
5. Detailing of the procedure: Describe clearly the tasks that shall be carried out, clarifying the aspects to be approached (check list);
6. Subject matters: Indicate the document, project, program, process, or system to which the procedure will be applied. Examples: contract, payroll, database, minutes of meetings, official bidding notice, financial statement, bidding process, budget;
7. Member in charge: The person(s) of the team in charge of the execution of each procedure;
8. Period: Date(s) when the procedure will be executed;
9. Potential findings: Describe precisely which outcomes or conclusions may be achieved. 

The auditors selected to carry out the tasks shall be responsible for training the auditors in the subsequent stages. They will use the Planning Matrix model as defined in this stage to carry out the audits in concrete cases in the subsequent stages of the MST 2010.

4.2. Stage 2 – Questionnaire of IT governance in the FPA
In 2007, the Sefti, by means of a survey, applied a questionnaire whose purpose was to collect information on the purchase process of IT commodities and services, of information security, of IT human resources management, and of the major databases and systems of the Federal Public Administration. The information of this survey was used in the development of a map showing the situation of IT governance in the Federal Public Administration with the purpose of providing grounds for Sefti’s audit planning, as well as of identifying the major databases of the FPA.

The Court Decision 1.603/2008-TCU-, based on the results obtained from the application of the questionnaire, decided in its item 9.9: 
“to determine that the Information Technology Audits Secretariat  - Sefti perform audits in the areas considered as most critical for the IT governance in the audited agencies/entities, and to organize other surveys with the purpose of monitoring and maintaining an updated database of the situation of IT governance in the Federal Public Administration;” 

In order to comply with the terms of the Court Decision and considering that the moment was appropriate, the Sefti decided to include in the MST 2010 an audit survey that will allow obtaining and updating data on IT governance in the Federal Public Administration, set up in a similar manner as the former survey. 
In view of this, an audit was organized with the main objective of obtaining and assessing a set of data that would allow the development of a new map of IT governance in the Federal Public Administration, so as to, among other things, support audit planning and the choice of auditing subject matters (agencies, entities, information systems, IT projects) by the Sefti.

The execution of the questionnaire and obtaining timely results depend on planning, in view of the large number of questions initially proposed its foreseen scope (approximately 285 government agencies and entities of the Federal Public Administration). 
Based on the lessons learned with the survey carried out in 2007, which generated a scenario of the IT governance in the FPA, the methodology used to apply the questionnaire shall be modified so as to make it more efficient. Such modification considers the application of the questionnaire in a reduced number of government agencies and entities (fifteen included in the pilot operation) and execution of support activities prior to applying the questionnaire, such as:
1. Select a sample of questionnaires completed in 2007 and obtain feedback of criticism and suggestions by the audited agency;

2. Choose a specific tool to apply the questionnaire;

3. Improve the questionnaire used in 2007 by including, modifying or remove questions, according to the goals and scope in 2010;

4. Validate the agencies/entities selected to complete the questionnaire;

5. Prepare and give prior training sessions for the agencies/entities selected to complete the questionnaire.

While the answers are being submitted, the audit team shall consolidate its results so as to prepare strategic and managerial inquiries. Furthermore it shall analyze the information obtained with the purpose of comparing them with the results of the previous questionnaire and trying to find implicit patterns in the data. 
Given the importance of this work and the continually changing environment of information technology, the audit team shall also study and propose a solution for the acquisition of the information comprised in the questionnaires in a periodic and facilitated manner, so it will be sustainable and self-applicable in the future.
The outcome of the survey shall contain a compilation of the answers obtained and the conclusions thereof which will allow, among other things, the development of an executive summary for society’s knowledge. The report shall serve as an input for the other activities foreseen in the MST 2010, since the agencies/entities chosen initially during the planning stage (section 4.1), may change as the work progresses if relevant information obtained through the questionnaires arises.

Pursuant to this fact, supervision of this job shall be carried out by the auditor in charge of the MST so that a possible re-planning of the subject matters of control may occur without any difficulty and in the most expedited manner.

4.3. Stage 3 – Audit of General IT Controls
The purpose of this stage is to perform a set of audits that will allow assessment of the general IT controls in the selected agencies/entities. The topics dealt with in the assessment of general controls involve the evaluation of compliance with: i) control objectives of IT processes , in their various domains, in accordance with the approach of the COBIT 4.1 and of the ITIL; ii) information security standards s provided in the ISO 27000 norm; iii) best practices in the software development process, as provided in the ISO 15504, CMMI and MPS-Br standards; iv) Brazilian standards regarding hiring of IT commodities and services.

The audits shall use the standardized planning and procedures matrices, products of the planning stage, and shall be carried out by teams of the typical TCU units (the ones whose expertise does not directly relate to the subjects of information technology) and will be  monitored by Sefti’s auditors. In order to give support to the performance of the audits, a set of training sessions is scheduled with the purpose of qualifying the non-specialized auditors that will participate in them.
The initial number of audits scheduled is that of 24, to be carried out in four groups of six audits each. An IT expert auditor shall be assigned to each team in charge of the audits to take part in the activities of planning, execution, and reporting and to supervise the work. The agencies/entities of this stage will be selected according to the results obtained in the planning and questionnaire stages of the MST. Breaking down the audits into four groups of six audits, to be carried out in a sequence, will allow occasional lessons learned in previous audits (reviewed procedures matrix, for instance) to be employed in the sphere of other audits, within the very MST 2010.

The success of this stage depends on an effective coordination between the Sefti and the other units that will perform the scheduled audits. Although several audits are foreseen, and therefore a high number of teams, standardization of the planning, execution and overseeing instruments of the audits tend to reduce the risk of this endeavor .
By the end of this stage, the reports of all audits will be finalized and will serve the purpose, among others, of comparing the situation accrued in the agency/entity regarding audited controls with the answers they provided in the questionnaire applied in Stage 2. From that point onwards, conclusions may arise that will allow us to infer the knowledge and maturity of the managers regarding the very IT controls they are responsible for.
4.4. Stage 4 – Specific Audits
During this stage, the audits to be carried out will cover subject matters of control not considered in the previous stage, such as information systems and IT projects. Technical criteria may be assessed, such as the quality of certain characteristics of the information systems of the agency/entity (functionality, usability, trustworthiness etc), the implementation of information security processes and mechanisms, the quality of the data stored in the SGBD’s (Data Base Management System) that provide support for the information systems and the management and monitoring of IT projects (development, implementation, help desk). The criteria to be employed in the performance of specific audits shall be based on standards and best practices acknowledged worldwide, such as the ISO 27000, the ISO 9126, the CMMI, the PMBoK, including the use of techniques and tools applied to each type of auditing.
The outcomes of the audits carried out in the previous stage will provide grounds for the choice of the subject matters of control to be audited in this phase. The type of audit (system, data or security audits) will depend on the chosen subject matter of control, and on variables such as the relative importance of the subject matter in relation to the institutional goals, the cost of maintenance and development, the evidences of irregularities found in the audited general IT controls.

In addition, in this stage audits of core rule making agencies and of internal control units of the agencies/entities audited in the previous stage are scheduled. The purpose here is to verify compliance by the internal control units with normative guidelines in order to evaluate and monitor progress of the internal IT controls in the agencies under their responsibility. It will be therefore possible to establish a co-relation between the answers given by the agency in the questionnaire (Stage 2), the audit findings regarding the general IT controls (Stage 3) and the effectiveness of the central internal control agency (Stage 4). For example: if an audit happens to discover an agency with a significant number of irregularities in the project management controls, a specific audit could be proposed, within the scope of this very MST 2010, of  a project that is in progress so as to identify and quantify the impact of the failures found in the concrete case.

By means of such results, it may be possible, for example, to outline a relationship of cause and effect between the best practices and the gaps found upon assessment of the general controls and the performance of the internal control agency when establishing guidelines and best practices.
The audits of this stage will be carried out under Sefti’s coordination, since they are specific and aimed at technical aspects of IT. Occasional situations whose comprehension depends on expert knowledge of the rules of the relevant business shall be dealt with by auditors assigned to the typical units. Participation of such auditors is essential in view of the need to have thorough knowledge of the business of the agencies that are their main clients.

4.5. Stage 5 – Merging of Results
The activities of this stage aim at a consolidation of all the results obtained in the previous stages, producing reports that will describe, at a managerial level, the conclusions reached in the audits. This will allow a description of the current profile of the government agencies and entities audited as to the IT governance, hiring, information security, software development and IT services management, in addition to identifying the performance of the core rule making agencies and that of internal control units regarding the topic. 

The fact that the audit planning and execution tools  -  planning, procedures and findings matrices – have been standardized (except for the reports produced in specific audits) will make the compilation of the final report quite easier, making it possible to obtain clear and accurate indicators that will be useful to consolidate the outcomes of the audits. Effective follow-up and supervision of the audits by Sefti, as foreseen in stages 2 and 3, are critical factors of success in order for the results of the MST 2010 to be achieved as planned.
In addition to the improvement of public management and the fight against  corruption, misappropriation and fraud, the results of the MST 2010 shall take into account ’s a strategic objective of TCU, namely, stimulating social control. In order to comply with this requirement, summarized documents will be produced in easy-to-understand language (executive summaries) for later dissemination to managers and to the society in general.
5. Conclusions
The strategy presented herein shall be executed and assessed during 2010. Given the lessons learned with similar works carried out in 2007, it is expected that recurring problems may be prevented or even remedied in a more expedited manner.

The fact that there is a defined and documented working methodology, based on what was learned in previous works and on the experience of team members configures a best practice that can be replicated internally as well as in other control agencies.
The breakdown of the project into related stages enables reflecting on an organized sequence of macro activities which is necessary for the planning, execution and control of the IT audits: knowing the subject matters of control, selecting subject matters of control, defining and standardizing auditing criteria, auditing general controls, auditing specific topics, and consolidating the results. The iterative and progressive nature of the method itself allows parts of the general planning to be modified as a result of the lessons learned during the execution of the activities carried through in the previous stages. 
Even with an improved methodology, the projects’ extent and the number of variables involved suggest the arising of a large number of risks. Just like in any project, it is expected that the risks that eventually become problems are handled immediately. As a future task, it is suggested that a set of risk indicators be developed for the MST 2010, so as to allow the participants to be aware of such risks, their impacts on the progress of the works towards the goals, and the respective means to deal with them.

