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Introduction 
The benefits and convenience offered through the use of Information Technology products, services and programs to support the goals of governmental organizations are of great potential. Even though it can be clearly observed in organizations where goals are targeted to serve external beneficiaries, achievement of internal organizational goals is just as important to support its purpose.
Historically when an IT project was completed, it is praised as being successful and especially when it was built to deliver few and specific benefits. Currently, with the increasing complexity of current IT investments being heavily integrated into the business processes, such simple-minded approach of measuring success is not feasible anymore. IT investments have become key drivers of business processes. The power available with IT advances now even influences change on processes. With such power and influence, IT investments can also be a potential source of risk, cost and counter productivity emphasizing the importance of success, effectiveness and performance Measurement.
With measurements, organizations can benchmark the contribution and alignment of an IT investment with strategies and business goals. It provides an accurate and a quantifiable assessment of improving and degrading measured areas. It can assist in assigning focus to new areas of improvement to help in directing funds in the appropriate direction and magnitude.
1. Purpose
The purpose of this document is to illustrate the methodology and measurements that are adopted for use by the State Audit Bureau of Kuwait (SAB) and are applicably specific to measuring the success of an IT investment. The assembled list of measurements is also general that it can be used to measure different types of IT investments provided the measurements are appropriately selected and customized to meet the purpose and nature of the measured investment.
It must be noted and it is important for the users of this document that the listed measurements are meant to be a good starting point to set investment-specific metrics. Thus, it is explained briefly in the document how measurements of a specific investment can be approached so results can be useful and meaningful.
2. Approach of Measuring an IT Investment
Measurements areas of an IT investment should vary depending on the investment or the organization’s specialization. In case of governmental organizations, that would reflect on the sector being served: educational, health, social services…etc. Looking at possible areas of measurement like financial management, IT service/infrastructure availability, quality, delivery time, cost, customer satisfaction, resource utilization…etc; And considering the different possible sub-areas that can be measured within each of the previous possibilities; it only makes sense that measurements should be more specific and focused.

a. Mapping Organizational and IT Strategic Goals to Measures

Any IT investment being a collection of activities and resources, should ideally originate with the purpose to support IT processes which link to IT goals that are derived from the organizational business and strategic goals as shown in figure 1 from CobiT 4.1 as an example of how metrics are established for process DS5. This also means that measuring the performance of an IT investment should give an understanding of how well such goals are achieved and what is driving the performance.
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Figure 1
To put this in steps in order to define measurements of an IT investment, a set of metrics for the following needs to be established:
1. Define the Organizational goals and objects that are supported by the measured IT investment.

2. Define the IT goals and objectives related the IT investment under the scope.

3. Identify IT processes that are involved in the IT investment.
4. Locate IT resources and activities that support the previously identified processes.
Ideally, linking each of the previously defined measures will give a clear understanding of their relationship. For example:

1. The IT resource: Storage media measured by Failure Rate,
2. Links to the IT process: Minimize of IT service interruption and measured by Frequency of service interruption,
3. Links to IT goal: Make sure IT services are available as required is measured by Number of hours lost due to unplanned outages,
4. Affects the Organizational of business goals: Establish service continuity and availability measured by Customer Satisfaction.
The example shows a very specific single element's measure that propagates to business goals. While in the real world, it would be a set or a combination of measures used to obtain the performance of a higher-level measurement.
b. Measurement Focus

The measures listed at the end of the document are categorized to four focus areas. Each measure is assigned to one or more of the following business focus areas:

1. Financial Perspective: Captures the business aspects of an IT investment and its alignment with the organization’s strategies and standards.
2. Customer Perspective: Measures how well an IT investment serves its targeted customers.
3. Internal Perspective: Focuses on the performance of internal processes and activities involving an IT investment.
4. Learning and Growth Perspective: The innovation and learning of IT reflected in the evolution of skills and products/services offered.
With such categorization, an investment success can be measured according to a specific focus area which in the absence of needed information. This can be a good starting point for using measures that helps evolving into linking of different levels to complete the picture one day.
3. About the List of Measurements
Effort has been made -where appropriate- to indicate the measurement unit and aim direction towards improvement in general. Some aim direction can be conditional according to strategies.
The measurements are derived from CobiT 4.1; thus, it was useful to indicate the process number and name for reference.

	Focus Area
Financial       Customer     Internal     Learning and Growth
	KPI
	Measurement Unit
	Aim Direction
	CobiT Process
	Process Name

	No
	Yes
	No
	No
	Percent of alignment with business requirements
	Percentage
	Maximize
	PO1
	Define a Strategic IT Plan

	Yes
	No
	Yes
	No
	Percent of alignment with governance requirements
	Percentage
	Maximize
	PO1
	

	No
	Yes
	Yes
	No
	Percent of compliance with the information architecture
	Percentage
	Maximize
	PO2
	Define the Information Architecture

	No
	Yes
	Yes
	Yes
	Percent of compliance with the data classification scheme
	Percentage
	Maximize
	
	

	No
	Yes
	Yes
	No
	Percent of data elements that do not have an owner
	Percentage
	Minimize
	
	

	No
	Yes
	Yes
	No
	Percent of data integrity
	Percentage
	Maximize
	
	

	No
	No
	Yes
	No
	Number and type of deviations from technology infrastructure plan
	Number
	Minimize
	PO3
	Determine Technological Direction

	Yes
	Yes
	No
	Yes
	Percentage of actual vs. planned supported business processes
	Percentage
	Maximize
	PO4
	Define the IT Processes, Organization and Relationships

	Yes
	Yes
	No
	Yes
	Number of escalations or unresolved issues due to lack of, or insufficient responsibility for, assignments
	Number
	Minimize
	
	

	Yes
	Yes
	Yes
	Yes
	Percent of meeting the predefined business benefit
	Percentage
	Maximize
	PO5
	Manage the IT Investment

	Yes
	Yes
	Yes
	No
	Percent of budget deviation value compared to the assigned budget
	Percentage
	Minimize
	
	

	Yes
	Yes
	Yes
	Yes
	Percent reduction of the unit cost of the delivered IT services
	Percentage
	Maximize
	
	

	Yes
	No
	Yes
	No
	Number of instances where confidential information was compromised
	Number
	Minimize
	PO6
	Communicate Management Aims and Direction

	Yes
	Yes
	No
	No
	Number of business disruptions due to IT service disruption
	Number
	Minimize
	
	

	No
	Yes
	No
	Yes
	Percent of satisfied IT personnel with an IT system
	Percentage
	Maximize
	PO7
	Manage IT Human Resources

	No
	No
	No
	Yes
	Actual ratio of contractors to personnel vs. planned ratio
	Ratio
	-
	
	

	No
	Yes
	No
	No
	Percent of stakeholders satisfied with quality
	Percentage
	Maximize
	PO8
	Manage Quality

	No
	Yes
	No
	No
	Percent of defects uncovered prior to production
	Percentage
	Maximize
	
	

	No
	Yes
	No
	No
	Percent of number of high severity incidents per month
	Percentage
	Minimize
	
	

	No
	Yes
	No
	Yes
	Percent of IT processes that meet target quality goals and objectives
	Percentage
	Maximize
	
	

	Yes
	No
	No
	No
	Percent of critical IT events that have been identified and assessed
	Percentage
	Maximize
	PO9
	Assess and Manage IT Risks

	Yes
	No
	No
	No
	Number of significant incidents caused by risks that were not identified by the risk assessment process
	Number
	Minimize
	
	

	Yes
	No
	No
	No
	Percent of identified critical IT risks with an action plan developed
	Percentage
	Maximize
	
	

	No
	Yes
	Yes
	Yes
	Percent of project progress (on time and on budget)
	Percentage
	Maximize
	PO10
	Manage Projects

	Yes
	No
	Yes
	No
	Percent of following project management standards and practices
	Percentage
	Maximize
	
	

	No
	Yes
	No
	No
	Percent of stated benefits that were not achieved due to incorrect feasibility assumptions
	Percentage
	Minimize
	AI1
	Identify Automated Solutions

	No
	Yes
	Yes
	No
	Percent of users satisfied with the functionality delivered
	Percentage
	Maximize
	
	

	No
	No
	Yes
	No
	Percent of stakeholders satisfied with the accuracy of the feasibility study
	Percentage
	Maximize
	
	

	No
	No
	Yes
	No
	Percent of stated benefits that were not achieved due to poor application design or development
	Percentage
	Minimize
	AI2
	Acquire and Maintain Application Software

	No
	No
	Yes
	No
	Number of production problems causing visible downtime
	Number
	Minimize
	
	

	No
	No
	Yes
	No
	Reported defects per month (per function point)
	Number
	Minimize
	
	

	No
	No
	Yes
	Yes
	Percent of compliance with defined IT architecture and technology standards
	Percentage
	Minimize
	AI3
	Acquire and Maintain Technology Infrastructure

	No
	No
	Yes
	No
	Number of emergency changes related to the infrastructure components
	Number
	Minimize
	
	

	No
	No
	Yes
	No
	Percent of business owners satisfied with application training and support materials
	Percentage
	Maximize
	AI4
	Enable Operation and Use

	No
	Yes
	Yes
	No
	Number of incidents caused by deficient user and operational documentation and training
	Number
	Minimize
	
	

	No
	No
	Yes
	No
	Satisfaction scores for training and documentation related to user and operational procedures
	Percentage
	Maximize
	
	

	No
	No
	Yes
	no
	Level of training attendance of users and operators for each application
	Percentage
	Maximize
	
	

	No
	Yes
	Yes
	No
	Amount of reduction of the purchasing cost
	Percentage
	Maximize
	AI5
	Procure IT Resources

	No
	No
	No
	Yes
	Percent of key stakeholders satisfied with suppliers
	Percentage
	Maximize
	
	

	No
	Yes
	Yes
	No
	Percent of initial requirements addressed by the selected solution
	Percentage
	Maximize
	
	

	No
	No
	Yes
	No
	Percent of compliance with standing procurement policies and procedures
	Percentage
	Maximize
	
	

	Yes
	Yes
	Yes
	No
	Number of disruptions or data errors caused by inaccurate change specifications or incomplete change impact assessment
	Number
	Minimize
	AI6
	Manage Changes

	Yes
	Yes
	Yes
	No
	Percent of total changes that are emergency fixes
	Percentage
	Minimize
	
	

	Yes
	No
	Yes
	No
	Number of errors found during internal or external audits regarding the installation and accreditation process
	Number
	Minimize
	AI7
	Install and Accredit Solutions and Changes

	No
	No
	Yes
	No
	Rework after implementation due to inadequate acceptance testing
	Percentage
	Minimize
	
	

	Yes
	Yes
	Yes
	No
	Application downtime or data fixes caused by inadequate testing
	Percentage
	Minimize
	
	

	Yes
	No
	Yes
	No
	Percent of errors found during QA review of installation and accreditation functions
	Percentage
	Maximize
	
	

	No
	Yes
	No
	No
	Percent of business stakeholders satisfied that service delivery meets agreed-upon levels
	Percentage
	Maximize
	DS1
	Define and Manage Service Levels

	No
	Yes
	No
	No
	Percent of users satisfied that service delivery meets agreed-upon levels
	Percentage
	Maximize
	
	

	No
	Yes
	No
	No
	Percent of services meeting service levels
	Percentage
	Maximize
	
	

	No
	Yes
	No
	No
	Number of user complaints due to contracted services
	Number
	Minimize
	DS2
	Manage Third-party Services

	No
	Yes
	No
	No
	Number of formal disputes with suppliers
	Number
	Minimize
	
	

	No
	Yes
	No
	No
	Percent of supplier invoices disputed
	Percentage
	Minimize
	
	

	No
	Yes
	No
	No
	Number of significant incidents of supplier non-compliance per time period
	Number
	Minimize
	
	

	No
	Yes
	No
	No
	Number of hours lost per user per month due to insufficient capacity planning
	Number
	Minimize
	DS3
	Manage Performance and Capacity

	No
	Yes
	No
	No
	Percent of peaks where target utilization is exceeded
	Percentage
	Minimize
	
	

	No
	Yes
	No
	No
	Percent of response-time SLAs not met
	Percentage
	Minimize
	
	

	No
	Yes
	No
	No
	Transaction failure rate
	Rate
	Minimize
	
	

	Yes
	Yes
	No
	No
	Percentage of downtime due to unplanned outages
	Percentage
	Minimize
	DS4
	Ensure Continuous Service

	No
	Yes
	No
	Yes
	Percent of availability SLAs met
	Percentage
	Maximize
	
	

	Yes
	Yes
	No
	No
	Frequency of service interruption of critical functions
	Frequency
	Minimize
	
	

	Yes
	No
	Yes
	No
	Number of security incidents with business impact
	Number
	Minimize
	DS5
	Ensure Systems Security

	Yes
	No
	Yes
	No
	Number of security requirements that are not met
	Number
	Minimize
	
	

	Yes
	No
	Yes
	No
	Number and type of suspected and actual access violations
	Number
	Minimize
	
	

	Yes
	Yes
	Yes
	No
	Percent of variance amongst budget, forecast and actual cost
	Percentage
	Minimize
	DS6
	Identify and Allocate Costs

	No
	No
	Yes
	No
	Percent of overall cost that is allocated according to the agreed-upon cost models
	Percentage
	Maximize
	
	

	Yes
	Yes
	Yes
	No
	Percent of disputed costs by business
	Percentage
	Minimize
	
	

	No
	No
	Yes
	No
	Amount of improvement in employee productivity as a result of better understanding of systems
	Percentage
	Maximize
	DS7
	Educate and Train Users

	No
	Yes
	No
	No
	Percent of increase in user satisfaction with the rollout in services, systems or new technologies
	Percentage
	Maximize
	
	

	No
	No
	Yes
	No
	Number of service desk calls for training or to answer questions
	Number
	Minimize
	
	

	No
	Yes
	Yes
	No
	Amount of user satisfaction with first-line support (service desk or knowledge base)
	Percentage
	Maximize
	DS8
	Manage Service Desk and Incidents

	No
	Yes
	Yes
	No
	Percent of first-line resolutions based on total number of requests
	Percentage
	Maximize
	
	

	No
	No
	Yes
	No
	Percent of incidents that require local support (field support, personal visit)
	Percentage
	Minimize
	
	

	No
	Yes
	Yes
	No
	Number of unresolved queries
	Number
	Minimize
	
	

	Yes
	No
	Yes
	No
	Number of business compliance issues caused by improper configuration of assets
	Number
	Minimize
	DS9
	Manage the Configuration

	Yes
	No
	Yes
	No
	Number of deviations identified between the configuration repository and actual asset configurations
	Number
	Minimize
	
	

	Yes
	No
	Yes
	No
	Percent of licenses purchased and not accounted for in the repository
	Percentage
	Minimize
	
	

	Yes
	No
	Yes
	No
	Number of discrepancies relating to incomplete or missing configuration information
	Number
	Minimize
	
	

	Yes
	No
	Yes
	No
	Percent of configuration items in line with service levels for performance, security and availability
	Percentage
	Maximize
	
	

	Yes
	Yes
	No
	No
	Number of recurring problems with an impact on the business
	Number
	Minimize
	DS10
	Manage Problems

	Yes
	Yes
	No
	No
	Number of business disruptions caused by operational problems
	Number
	Minimize
	
	

	No
	Yes
	No
	No
	Percent of problems that recur (within a time period), by severity
	Percentage
	Minimize
	
	

	No
	Yes
	No
	No
	Percent of problems resolved within the required time period
	Percentage
	Maximize
	
	

	No
	Yes
	No
	No
	Average and standard deviation of time lag between problem identification and resolution
	Time
	Minimize
	
	

	Yes
	Yes
	No
	No
	Number of occurrences of an inability to recover data critical to business process
	Number
	Minimize
	DS11
	Manage Data

	Yes
	Yes
	No
	No
	Percent of user satisfaction with availability of data
	Percentage
	Maximize
	
	

	Yes
	No
	Yes
	No
	Number of incidents of non-compliance with laws due to storage management issues
	Number
	Minimize
	
	

	Yes
	Yes
	No
	No
	Number of downtime or data integrity incidents caused by insufficient storage capacity
	Number
	Minimize
	
	

	Yes
	Yes
	No
	No
	Amount of downtime arising from physical environment incidents
	Time
	Minimize
	DS12
	Manage the Physical Environment

	Yes
	No
	No
	No
	Number of security exposures arising from physical environment incidents
	Number
	Minimize
	
	

	Yes
	Yes
	No
	No
	Number of incidents due to physical security breaches or failures
	Number
	Minimize
	
	

	Yes
	No
	No
	No
	Number of incidents of unauthorized access to computer facilities
	Number
	Minimize
	
	

	Yes
	Yes
	No
	No
	Number of service levels impacted by operational incidents
	Number
	Minimize
	DS13
	Manage Operations

	Yes
	Yes
	No
	No
	Hours of unplanned downtime caused by operational incidents
	Hours
	Minimize
	
	

	Yes
	Yes
	No
	No
	Number of downtime incidents and delays caused by deviating from operations procedures
	Number
	Minimize
	
	

	Yes
	Yes
	No
	No
	Number of downtime incidents and delays caused by inadequate procedures
	Number
	Minimize
	
	

	No
	Yes
	No
	No
	Percent of work schedules that are automated
	Percentage
	Maximize
	
	

	No
	No
	No
	Yes
	Amount of reduction in the number of outstanding process deficiencies
	Percentage
	Maximize
	ME1
	Monitor and Evaluate IT Performance

	Yes
	No
	No
	No
	Percent of critical processes monitored
	Percentage
	Maximize
	
	

	No
	No
	No
	Yes
	Amount of effort required to gather measurement data
	Time
	Minimize
	
	

	Yes
	No
	Yes
	No
	Amount of senior management satisfaction and comfort with reporting on internal control monitoring
	Percentage
	Maximize
	ME2
	Monitor and Evaluate Internal Control

	Yes
	No
	Yes
	No
	Number of major internal control breaches
	Number
	Minimize
	
	

	Yes
	No
	Yes
	No
	Frequency of internal control incidents
	-
	Minimize
	
	

	Yes
	No
	Yes
	No
	Number of weaknesses identified by external qualification and certification reports
	Number
	Minimize
	
	

	Yes
	No
	Yes
	No
	Number of regulatory or legal noncompliance events
	Number
	Minimize
	
	

	No
	No
	Yes
	No
	Cost of non-compliance, including settlements and fines
	Cost
	Minimize
	ME3
	Ensure Compliance With External Requirements

	No
	No
	Yes
	No
	Number of non-compliance issues reported to the board or causing public comment or embarrassment
	Number
	Minimize
	
	

	No
	No
	Yes
	No
	Number of critical non-compliance issues identified
	Number
	Minimize
	
	

	Yes
	No
	Yes
	No
	Number of governance breaches
	Number
	Minimize
	ME4
	Provide IT Governance



