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Summary

The Norwegian parliament has highlighted IT as an important policy instrument for achieving better use of resources and for improving cooperation in the health service. Electronic communication between health partners is an important means of achieving this goal. Individual health data are sensitive information and the Norwegian parliament has stated that, in order to ensure adequate medical treatment, it is very important that health data are communicated and transmitted efficiently and securely.  

The government has established the National Health Network as one of the main ICT policy instruments for achieving overriding political goals. The Network, which is the national infrastructure for the electronic interchange of individual health data, is operated by Norwegian Health Net (NHN), a public enterprise organised under the Ministry of Health and Care Services. The main objective of NHN is to provide technical infrastructure that enables easy and secure electronic communication between health partners. This requires the establishment of an adequate Information Security Management System (ISMS). Shortcomings in the ISMS will threaten confidentiality and integrity, and the availability of key services and critical information systems in the Network, and could lead to the unlawful distribution and/or use of individual health data. 

The Office of the Auditor General of Norway is currently conducting an audit to investigate and measure the efficiency and security of the ISMS. In order to measure performance, the investigation has applied international standards and frameworks, such as ISO / IEC 27001, ISO / IEC 27002 and ITIL. These are established benchmarks and ‘best practice’ for the implementation of security management and administration of IT resources. The primary focus of this paper is on the methodological approach used in the investigation, the challenges and processes involved, and its findings.
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1 Background 

The National Health Network and Norwegian Health Net (NHN) 
The National Health Network, the national technical infrastructure for the electronic interchange of individual health data, was established in 2004. The network is one of the main ICT policy instruments for achieving overriding political objectives in the health-IT field.
 It is operated by Norwegian Health Net (NHN). The enterprise is organised directly under the Ministry of Health and Care Services, and its main objective is to provide adequate technical infrastructure that enables easy and secure communication between the main health partners in Norway. This entails responsibility for ensuring that the level of information security in the Network is in compliance with the security requirements for confidentiality,
 integrity
 and availability
.

The main health partners in Norway are hospitals, general practitioners (GPs) and specialists, laboratories / radiology institutes, municipalities and the National Social Security Agency (NAV). Pursuant to national strategies for collaboration in the health sector, all the main health partners are required to connect to the Network and become users in the time ahead.
  

NHN regards connected health partners as clients, and the relationship is regulated in a written agreement in which contractual obligations are described. Pursuant to the agreement, clients are ensured online connection and access to client-adapted services in the National Health Network. 
The assessment of risk and materiality

If national strategies are to be fulfilled in the years ahead, more health partners will have to connect to the National Health Network, especially GPs and municipalities.
 The Ministry of Health and Care Services has made it a requirement for the health enterprises that they facilitate electronic services through the National Health Network, and it has ordered old technology to be phased out. From 1 January 2010, all GPs have to communicate electronically with the Norwegian Labour and Welfare Administration (NAV) when claiming settlement for patient treatment.
 
Increased electronic processing of health information provides opportunities, but it also involves information security challenges in the organisations involved in health IT. Norwegian legislation defines the health sector as highly information-sensitive. It is important, therefore, that the national infrastructure for the electronic interchange of individual health data is in accordance with information security requirements and expectations. 

There is a risk that privacy and protection measures may not be consistently and effectively built into the Information Security Management System (ISMS) established by NHN to operate the National Health Network. Shortcomings in the ISMS, including security controls and risk assessments, will threaten confidentiality and integrity, the availability of the infrastructure itself, and key information and information systems, and they may lead to downtime in critical services, as well as to unlawful distribution and/or use of personal health data. The success of the National Health Network therefore depends on an ISMS that is in accordance with security requirements and expectations.  

There have been incidents that indicate shortcomings in the enterprise’s ISMS. In September 2008, the National Health Network suffered a breakdown that resulted in 16 hours’ downtime. A hundred thousand electronic messages in the system were deleted. They contained sensitive health data and all had to be re-sent. The breakdown occurred when the capacity of the Network was exceeded, due to an unannounced pre-test of future services that came out of control.

Objective of the audit
The objective of the current audit is to investigate the efficiency and security of NHN’s information security system in relation to operating the National Health Network. This is measured by using information security requirements such as legislation and international standards as performance indicators. 
2 Performance measures

National legislation and regulations

Decisions and intentions of the parliament
The Norwegian parliament has highlighted IT as an important policy instrument for achieving better use of resources and for improving cooperation in the health service. The parliament has also stated that, in order to ensure adequate medical treatment, it is very important that individual health data are communicated and transmitted securely and efficiently. This means making important information about patients’ health condition available and accessible to authorised health personnel or institutions on demand. The ultimate goal is to include all health partners in the National Health Network.
Information security requirements 
National regulations
  stipulate a number of requirements for the handling of individual health information and the establishment of satisfactory information security systems containing individual health data. Pursuant to these regulations, the management of NHN is responsible for establishing and maintaining a satisfactory information security level in the Network's infrastructure, in compliance with the requirements for confidentiality, integrity and availability.
NHN’s clients, such as hospitals and GPs, have chief responsibility for securing the integrity, confidentiality and availability of health data,
 which means that they have to encrypt the information before transmitting it in the Network. 

Code of conduct for information security in the health sector

The health sector’s benchmark for information security in the health sector, the Code of conduct for information security in the health sector,
 describes and stipulates requirements for the handling of personal health data. The Code is legally binding on NHN, its clients, other suppliers and others who use the Network. Under the agreement between NHN and its clients, any breaches of the Code may lead to sanctions, including exclusion from the Network. 

International standards and frameworks
ISO / IEC 27001,
 ISO / IEC 27002
 and ITIL
 are international standards and frameworks that establish guidelines and best practice for security management and administration of IT resources. 
ISO / IEC 27001 describes the specifications for a recommended Information Security Management System (ISMS). The objective of the standard is to provide a model for establishing, implementing, operating, monitoring, reviewing, maintaining and improving an ISMS. The design and implementation of an organisation’s ISMS will be influenced by its needs and objectives, security requirements, the process employed and the size and structure of the organisation.
 
Figure 1 Process for establishing and maintaining an adequate Information Security Management System (ISMS)
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Source: ISO / IEC 27001.

Figure 1 illustrates how an organisation’s ISMS receives input from information security requirements (e.g. legislation) and the expectations of interested parties. Through the necessary actions and processes, the organisation then produces information security outcomes that meet those requirements and expectations. The figure also illustrates the connection between the process of establishing the ISMS (plan), the implementation and operation of the ISMS (do), monitoring and reviewing the ISMS (check), and the process of maintaining and improving the security system (act).

The standard ISO / IEC 27002 is an operationalisation of the framework ISO / IEC 27001. It establishes guidelines and general principles for initiating, implementing, maintaining and improving information security management in an organisation. It contains best practices for control objectives and controls in the following areas of information security management, among others: security policy, asset management, communications and operations management, information security incident management and compliance. The control objectives and controls are implemented in order to meet the requirements identified by a risk assessment.
 
ITIL (IT Infrastructure Library)
 contains a set of concepts and best practice for IT service management. ITIL includes a detailed description of processes and how to implement them in order to ensure quality IT services.

3 Methodological approach

In order to measure the efficiency and security of the NHN’s information system, the project group has applied ISO / IEC 27001, ISO / IEC 27002 and ITIL. The following section presents the processes and challenges that had to be solved when carrying out the audit. 
ICT audit expertise

The OAGN has a sector competence group for ICT that focuses on information security and ICT auditing in the public sector. The project group saw a need for ICT competence, and wanted their expertise. Two ICT audit experts became members of the project group in order to analyse the IT systems and measure the performance of the ISMS. 
Together with the ICT experts, the project group decided to perform the audit in close cooperation with the experts in order to ensure transfer of competence between the members and good quality in the report. 

In this audit, the ICT audit experts have contributed by:

· carrying out a risk analysis of the National Health Network

· reviewing and organising relevant documentation

· helping to define areas of focus 

· helping to prepare the interviews

· participating in interviews

· assisting in summarising and discussing findings.
Risk analysis and collection of documentation
Before conducting the ICT audit, the project group carried out a risk analysis of NHN’s information security system for operating the National Health Network. The purpose was to find out which parts of the ISMS were likely to contain defects and shortcomings, thereby limiting the scope of the audit. 
The risk analysis was based on documentation about NHN and its ISMS obtained from the enterprise. Documents were reviewed, analysed and measured against requirements in national legislation and regulations, and the recommendations in ISO / IEC 27001, ISO / IEC 27002 and ITIL. This included documentation such as an IT strategic plan and other documents relating to planned objectives, and processes and procedures relevant to managing risk and improving information security in the Network.  The project group also performed a simple statistical analysis of security incidents registered in NHN’s system for managing security incidents. Moreover, the internal and external risk assessments undertaken by NHN were reviewed, as was the method or template for their risk assessments.  
Subsequently, additional information had to be obtained from NHN to supplement the risk analysis. This was done by sending the enterprise a letter containing questions. 
The main focus areas of the audit
Based on the risk analysis, the project group assessed which areas of NHN’s information system to focus on in the audit. The preliminary results of the risk analysis indicated shortcomings in the following eight areas of NHN’s system:
1. Assessment of risk and security in internal tasks, management of services accessible to clients, and in relation to the connection of clients to the National Health Network. In ISO / IEC 27001, chapter 4, it is recommended that organisations establish a methodology for risk assessment that is adapted to both its distinctive character and responsibility. A lack of such adaptation may lead to risks not being uncovered, and to lack of implementation of essential security measures.
2. Training of clients in information security, and the efforts to increase awareness of the importance of information security among clients. In ISO / IEC 27001, chapter 5, it is recommended to train users and clients before they are given access to networks and systems. How to handle this is further described in ISO / IEC 27002. The lack of such training and awareness can lead to both incorrect use of systems and incorrect handling of information.
3. NHN’s monitoring of activity in the National Health Network. ISO / IEC 27002 describes the need to both monitor networks and register undesirable incidents. It is important to uncover and follow up security non-conformities, and to check whether there is unwanted activity that needs to be blocked. 
4. Procedures and routines for internal handling of non-conformities and security incidents in the National Health Network. ITIL recommends organisations to establish clear lines of responsibility and procedures that make it possible to ensure a rapid, efficient and correct response to security incidents. In ISO / IEC 27002, organisations are also recommended to have systems that quantify, monitor and analyse security incidents. The aim is to enable them to identify threats at an early stage and to effectuate proper actions. It is further recommended that formal procedures be established for the reporting of such incidents to the management of the organisation. 
5. Procedures and routines for internal handling of planned changes in the different services accessible to clients. In ISO / IEC 27002, organisations are recommended to control changes in their equipment and systems for the processing of information. 
6. The security of encryption of individual health data when transmitted in the National Health Network. Norwegian legislation and regulations stipulate a number of requirements for the handling of individual health information and for the establishment of satisfactory information security systems containing individual health data. Such data must be adequately secured and encrypted before being transmitted in the National Health Network. NHN is responsible for establishing systems to ensure that this is done by its users. Encryption is also recommended in ISO / IEC 27001, chapter 5.
7. Procedures and routines for handling breakdowns in the National Health Network, and procedures and routines for rapidly restoring the network following major incidents. Both ISO / IEC 27001, chapter 8, and ISO / IEC 27002 contain recommendations concerning the prevention and handling of breakdowns. ISO / IEC 27002 further recommends that organisations establish routines for regularly performing back-up of crucial data and systems in order to ensure the efficient and rapid restoration of data if a breakdown should occur. This includes safe storage of back-up-tapes,
8. Administration of access control, both within the enterprise and externally in relation to clients. ISO / IEC 27002 describes the content of a recommended enterprise policy for access control. The objective of such a policy is to ensure authorised users have access to information systems and to prevent unauthorised access. 
Methods for collecting and analysing additional information 
To further investigate these eight topics, more information was needed about the system. The project group used interviews and on-site inspections to collect data. 

Interviews 

The required information was obtained through several interviews with key staff of the ISMS for operating the National Health Network, the Managing Director and the head of information security. 
On-site inspections
Visual on-site inspections of computer rooms and power supply rooms were undertaken. The purpose of these inspections was to discover potential defects in actions taken by the enterprise to prevent or minimise damage after incidents that could lead to a breakdown in the National Health Network, e.g. break-ins, fires and floods.
Document review and simple statistic analysis

Information was also obtained by requesting additional documents and statistics, which were reviewed. 
As a result, the audit found defects and shortcomings in several of the defined areas. We did not uncover important defects in connection with encryption and the administration of access control. 
4 Preliminary findings 

The preliminary findings have been verified by the management of NHN and will be submitted to the Ministry of Health and Care Services. 

NHN’s risk assessments are not adequate and adapted to the actual risk to which the enterprise is exposed 

The investigation shows that the National Health Network is exposed to external threats which the enterprise has not adequately addressed in its risk assessments. The risk assessments conducted by NHN are not sufficiently adapted to the distinctive nature of the enterprise and threats to the National Health Network. Furthermore, the enterprise is aware of these external threats, but has not taken sufficient actions or implemented measures to reduce detected risk. 
The investigation shows that there is an assumption in all of NHN’s risk assessments that clients do not have alternative online connections.  Alternative online connections increase the risk of the Network being exposed to malicious activities, such as malware and denial-of-service attacks. NHN points out that having alternative online connections is in violation of the provisions of the agreement between the client and the enterprise and legislation in the area. However, this assumption is critical when defining whether risk is acceptable or whether the enterprise should implement actions to reduce risk. In interviews, the enterprise admits that this assumption is incorrect in many cases. There are several examples of security incident files in NHN’s system for managing security incidents that confirm the occurrence of alternative online connection, particularly among GPs.

In addition, the investigation shows that NHN does not have sufficient measures in place to monitor the clients’ activity in the Network to detect malicious activities and unwanted behaviour on their part. Moreover, the enterprise has not implemented sufficient security barriers to protect the Network against such malicious activities and unwanted behaviour.

In particular, unwanted and unlawful activities increase the risk of a breach of the requirements for the integrity and availability of personal health data, key NHN services and the information systems that support its operations and assets. The agreement with its clients entitles NHN to inspect and conduct penetration tests of the clients’ online connection to the Network; the enterprise has never made use of this right.
It is a national political goal that all central health actors must connect to the Network in the near future. If NHN does not take action and implement control measures to reduce the risk relating to alternative online connections, the external threat from clients with such connections may be grave and more difficult to handle for the enterprise in the years ahead. 

Until NHN acts to fully and effectively implement necessary measures to reduce known shortcomings in the protection of the National Health Network, the enterprise has limited assurance that sensitive information and the infrastructure are sufficiently safeguarded. Furthermore, NHN may miss an opportunity to establish the high degree of public confidence and trust it needs from its clients to ensure the success of the National Health Network for the electronic interchange of individual health data. 

NHN lacks adequate routines for handling security incidents and non-conformities. 

The investigation shows that NHN lacks formal procedures and routines for several important elements of the management of the information security system in the National Health Network – particularly in relation to security incident response. Formal procedures and routines are critical in relation to detecting and managing security incidents efficiently and correctly. 

The investigation also shows that NHN does not have a system for systematically analysing security incidents. Enterprises are recommended to have such systems to quantify, monitor and analyse security incidents in order to identify incidents over time, and to implement measures to prevent future incidents. 

The investigation also shows that NHN has shortcomings as regards routines and systems for back-up. NHN is deficient in relation to taking back-up of data and systems, which it has itself defined as critical infrastructure in the Network. For instance, the enterprise has no back-up of its system for managing security incidents. Nor has the enterprise established routines for taking back-up of data, and it has not formally assigned responsibility for back-up among key personnel. Hence, there is a high risk of inefficient handling and restoring of data and systems following security incidents. 

5 Lessons learned

Scope 

This audit had a rather narrow scope, focusing solely on parts of NHN’s information security management system. However, an investigation of this kind can also be integrated as part of a more comprehensive performance audit, for example concerning the realisation of gains and/or efficiency in ICT projects. 

Include ICT audit experts 

Health IT in Norway is a technically complex area to audit. There is great diversity in IT systems and applications and in the terminology used and developed by the different actors. This presents certain challenges when auditing the area. A project group comprising both ICT experts and performance auditors was essential in relation to conducting the audit and the quality of the audit findings. 









































































































� Health IT is the use of technology to electronically collect, store, retrieve and transfer clinical, administrative and financial health information. 


� Confidentiality: ensuring that personal health data are only accessible to those with authorised access.


� Integrity: the property of safeguarding the accuracy and completeness of personal health data. 


� Availability: the property of personal health data being accessible and usable on demand by an authorised entity.


� Samspill 2.0. Nasjonal strategi for elektronisk samhandling i helse- og sosialsektoren 2008-2013, cf. Te@mwork 2007 Electronic Cooperation in the Health and Social Sector; Programdirektiv for Nasjonalt meldingsløft 2008-2012.


� Samspill 2.0. Nasjonal strategi for elektronisk samhandling i helse- og sosialsektoren 2008-2013, cf. Te@mwork 2007 Electronic Cooperation in the Health and Social Sector; Programdirektiv for Nasjonalt meldingsløft 2008-2012.


� FOR-2009-10-15-1287: Forskrift om elektronisk kommunikasjon ved fremsetting av krav om direkte økonomisk oppgjør til Helseøkonomiforvaltningen (HELFO).


� Norsk Helsenett, Helsedirektoratet og Nasjonal IKT (2008): Nyhetsbrev 6/08 – Oslo, 2 October 2008.


� Personal Health Data Filing System Act (Act of 18 May 2001 no. 24) (English), section 16; The Personal Data Act (Act No 31 of 14 April 2000) (English), section 13.


� Personal Health Data Filing System Act (Act No 24 of 18 May 2001), section 2.  (English)


� Sosial- og helsedirektoratet 2006, Code of conduct for information security in the health sector, Oslo. (English)


� International standard ISO/IEC 27001:2005 (E), Information technology – Security techniques – Information security management systems – Requirements.


� International standard ISO/IEC 27002:2005. Previously ISO/IEC/IEC 17799:2005, Informasjonsteknologi – Sikkerhetsteknikk. Administrasjon av informasjonssikkerhet. 


� TSO (The Stationery Office) (2009): ITIL V3 Foundation Handbook; Cannon and Wheeldon (2007): Service Operation ITIL, Version 3.


� � HYPERLINK "http://www.27000.org/iso-27001.htm" ��http://www.27000.org/iso-27001.htm� 


� ISO / IEC 27001: 2005 (E). 


� � HYPERLINK "http://www.iso.org/iso/catalogue_detail?csnumber=50297" ��http://www.iso.org/iso/catalogue_detail?csnumber=50297� 


� The Stationery Office (TSO) (2009): ITIL V3 Foundation Handbook; Cannon and Wheeldon (2007): Service Operation ITIL, Version 3.


� � HYPERLINK "http://www.itil-officialsite.com/AboutITIL/WhatisITIL.asp" ��http://www.itil-officialsite.com/AboutITIL/WhatisITIL.asp� 
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