In Search of a State IT Audit Paradigm

1. Introduction

What is the essence of IT audit performed by Supreme Audit Institutions (SAI)? Is it just the same as IT audits in the private sector? If yes, what do we understand by a private sector IT audit in times when both IT and the needs of commercial entities develop so quickly? If not, where does the difference lie and what does it change in practice? The following paper has been intended as a voice in the discussion and not to provide the reader with final, indisputable answers. All SAIs are responsible for the way they accomplish their mission. Nevertheless, the question: “How to perform IT audits for the state in the best possible way?” is worth analysing and debating, and its importance is constantly growing. 

The old audit problem, namely how to measure performance, will be helpful in a short review of several IT management approaches (CobiT, ValIT, ITIL), the general use frameworks of IT provenance (PRINCE2, MSP) and the internal auditors’ GAIT method.

The difference between Information Technology (IT) and Information Systems (IS) is important and has been defined several times. It seems natural that state auditing is more interested in the whole system rather than in its technological support. That is why some SAIs, as well as some professional bodies, e.g. ISACA
, emphasize the systemic nature of their IT interests in the terminology used. On the other hand, IT is much more popular in the common and professional language than IS. In fact, IT is often used in both meanings, despite the necessity to clearly stress the non-technological nature of information systems. Remembering the differences, in this document the term IT will be mostly used in its broader, and not only technical, sense. 

This small terminological issue only opens a long list of much bigger problems emerging between IT and business. Fast development of IT and its technical nature make it very difficult to be clear and understandable for experts in other fields. The same reason makes IT people tend to confine their interests to a specific part of technology rather than to widen them to non-IT, e.g. it is much easier to find an IT net administrator who does not know much about databases than an IT expert who can also manage the accountancy department. 

As a result, we have all sorts of misunderstandings, frustration and misleading opinions. Every day, misunderstandings between the IT team and the rest of the staff make their lives harder and their work less efficient. The lack of IT know-how among the government authorities and strategy makers leads to serious failures and misuse of public money. What makes the situation even worse this problem will grow in the future rather than disappear. Such frameworks as ITIL, CobiT and ValIT are particularly focused on solving this structural problem. State audits in the IT area will probably most often deal with IT problems related to business rather than with IT problems purely related to technology.

2. Risks

In order to find the critical risks of the IT-business relation in state auditing, we can use three perspectives: state activity areas, public services and management components. 

Let us use a simple model to locate the risk areas which should be taken into account when planning an IT audit. The vertical axis shows the critical elements of management processes grouped into five categories: planning, responsibility, coordination, individual decisions and analysis being the base for all other groups. The horizontal axis gathers the real world domains in which the audited organization is active. In the case of state auditing, these will be the areas of state activity
. The third axis presents all typical auxiliary functions that are necessary for an organization to exist. As a result, we get Figure 1 that presents the picture of ‘processes warehouse’, a visual help in covering the problem dimensions.
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Figure 1. Processes warehouse

While auditing IT-related matters, we will probably not go beyond the area of IT services and project/programme management. All groups of management elements can be engaged but, when we look for performance assessment methodology, the analysis area will be the most often visited. The risks typical of IT services and projects, combined with common analytical problems must then be taken into account. One of the possible proposals is a list of risks prepared by the e-Government Risks WGITA team.

3. The State

The model in Figure 1 can be applied to any organization but only after customizing the horizontal axis. It is specific for every type of organization, and in case of the state, it becomes a really complicated field of analysis due to the areas to be serviced, multidimentional characteristics of the services and the number of clients. The scale, society and state security in the background of the majority of activities, as well as deep feelings related to the nationhood, language and history, make the fundamental difference between the state and both commercial and non-profit organizations.

Now, the question arises to what extent state auditing varies from private sector auditing. It is difficult to find any visible differences in methodology of financial auditing. According to Figure 1, financial services are present in the state like in any other organization, even if they have a different volume and different procedures. This makes the similarities understandable to some extent. Still, the exceptional importance of public finance regularity seems to be indisputable for everybody and in some countries it is emphasized by the tribunal model of SAIs. 

Differences are even bigger in performance audits which deal with ‘problems of the real world axis’ from agriculture, through defense to social protection. In spite of ex-ante or ex‑post models of SAIs’ audits, the experience, legal powers and credibility connected with financial freedom of the auditees make state auditing irreplaceable with private auditing.

The processes of state IT services and projects are similar to state financial services in their inter-organizational character. Undoubtedly, IT is a technical and auxiliary activity, and some could treat it in the same way as, e.g. transport or construction, which are performed in the same way in the private and public sectors. Simultaneously, IT’s deep involvement in the real world operations brings it closer to the ‘horizontal axis’, which makes the main difference between state and private organizations. What is more, unlike in other cases, we still have no idea what the role of IT will be even in not very distant future as the humankind has not had any similar experience so far. Together with the very general mandates of SAIs as auditors of almost all matters important to the state, this should be the reason for the special position of state IT auditing.

To identify the areas of important differences and to keep up with the private sector audit experiences will be then the key to the main problem, namely to defining what the paradigm of state IT auditing should be. 

4. Measures

In the main part of the paper, measure concepts will be analyzed and examples of measures will be described in the context of particular audits conducted by the Polish SAI. Three main groups will be:

· detailed measures proposals, e.g. by i2010 – EU Information Society 2010 but also by CobiT, Val IT or the KPI Library, which can be applied ‘as they are’;
· measure recipes – in ITIL but to some extent in PRINCE2, MSP and GAIT;

· maturity models metrics – in PRINCE2, CobiT and Val IT.
4.1. i2010

i2010 is the EU policy framework for the information society and media
. The progress in its objectives is measured with use of i2010 benchmarking framework
. As usual in the benchmark approach, this one is expected to be built in a longer, comparative perspective. The base for 2011-2015 Benchmarking Framework is the current i2010 initiative and it will be mainly fed by Eurostat
 surveys. i2010 is meant to measure the three main areas of ICT development: supply, use and impact. The impact measurement is based on the assumption that ICT contributes to four important phenomena:

1. the sustainable growth of the economy 

2. the jobs

3. the efficiency of the public sector 

4. the well-being of the population. 

Economic and social evaluations will be conducted in other EU frameworks. The list of the proposed indicators can be divided into five groups
: ICT Sector (9), Broadband and Connectivity (13), ICT usage by Households and Individuals (33), ICT usage by Enterprises (12) and e-Public Services (3). The last group is formed by:

Online availability and interactivity of 20 basic public services for citizens and enterprises;Percentage of individuals using the internet for interacting with public authorities broken down into the level of sophistication;Percentage of enterprises using the internet for interacting with public authorities broken down into the level of sophistication.Bearing in mind the particular target and ex-post nature of i2010measurements, it is useful to apply them as both the point of reference and source of inspiration.

4.2. KPI Library

A completely different source of inspiration is the KPI Library. It is “a community, with premium content and tools for Performance Management professionals that successfully want to implement Performance Management”
. Key performance indicators are collected and analyzed in various combinations.
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Source: http://kpilibrary.com, 14 January 2010

Surprisingly enough, only 3 of 40 government KPIs are related to the central government. The vast bulk of them are related to the local government. The said three are the following:

· Per capita public green space
· Per capita daily domestic waste generation
· Per capita daily water consumption. 

It would be difficult to disagree that the KPI Library, although it is a very promising project focusing on performance measures, is still hardly popular among central government analysts, let alone IT state auditors. It is obviously much better with general IT matters:
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Source: http://kpilibrary.com, 14 January 2010

The domination of the well-established industrial frameworks is visible – ITIL, COBIT and Microsoft Operations Framework occupy the first three places and the majority of the group indicators (a simple sum is misleading as KPIs are repeated in various subgroups). 

After a short visit at http://kpilibrary.com, it will be safe to recommend further monitoring of the development of this interesting project. As for today, it will not help much to look for specific central government IT measures.

4.3. Control Objectives for Information and related Technology (CobiT)

“CobiT provides good practices across a domain and process framework and presents activities in a manageable and logical structure”
. Together with CobiT Control Practices and IT Assurance Guide, the CobiT framework forms an interesting approach to the assessment and measurement of IT issues.

In this approach, IT processes are focused on. They relate to IT and business goals which are organized in accordance with Robert Kaplan and David Norton’s balanced business scorecard (BSC). The use of BSC determines the dynamic way of description – the CobiT philosophy is to improve the organization with a special attention paid to the customer. 

The relation of the measures to the other frequently used notions is explained in the following figure:
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Figure 2. Position of measuring in the COBIT approach
 (Source: COBIT® 4.1, p.4 - © 2007 IT Governance Institute)

What makes CobiT an even more interesting matter of our considerations, is that it emphasizes that performance measurement is essential for IT governance:

Performance measurement tracks and monitors strategy implementation, project completion, resource usage, process performance and service delivery, using, for example, balanced scorecards that translate strategy into action to achieve goals measurable beyond conventional accounting.
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Figure 3. Map of CobiT elements
 (Source: COBIT® 4.1, p.8 - © 2007 IT Governance Institute)

‘Antwerp Funneling’. The travel through the vast set of data, tables and figures can be similar to the one presented during the ETC/ITWG Seminar ‘Developing an IT Audit Programme based on CobiT’ (Antwerp, Belgium, 1-2 October 2009). The author of the approach and moderator of the Seminar, Erik Guldentops, called it the ‘funneling’ method. It manages the plentitude of matters to be audited by scoping (‘funneling’) them at each step of a top-to-bottom analysis. They can be described in the following points:

1. choose the auditee’s business goals
 crucial for your assessment from the list of 17 items broken down into four Balanced Score Card groups,

2. find related IT goals and reduce their number if necessary to the goals which really correspond with the gist of the audit you prepare,

3. link IT goals with IT processes but tailor the list of processes deciding which of them will be crucial to your assessment,

4. analyze the chosen processes using the detailed Core Cobit Components:

· sections 1-3 of each component should be used in the case of a detailed analysis,

· you can also try a ‘by-pass’ and use only the maturity model (section 4)
,
5. rethink your choice back from the bottom to the top to be really sure that with the list of processes you have you will get the knowledge about the business goals you need. 

To analyze how a particular CobiT process responds to needs of our audit, we should pay special attention to section 3 of the RACI chart which will direct the auditor’s questions to particular roles in the organization. The following example is a part of the description of the PO3 Determine Technological Direction process:
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Figure 4. Activities by RACI Chart
(Source: COBIT® 4.1, p.41 - © 2007 IT Governance Institute)

The goals and metrics are pictured in the next figure of the CobiT Framework Core Component (again the PO3 Determine Technological Direction process):
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Figure 5. PO3 Goals and metrics by CobiT
(Source: COBIT® 4.1, p.41 - © 2007 IT Governance Institute)

In CobiT Control Practices, each control objective of every process is connected with the lists of value drivers, risks and control practices. For example, the risks of the PO3.2 Technology Infrastructure Plan objective are as follows:

• Inconsistent system implementations

• Deviations from the approved technological direction

• Increased costs due to uncoordinated and unstructured acquisition plans

• Organizational failure to maximize the use of emerging technological opportunities to improve business and IT capability.
IT Assurance Guide completes the description of the processes with Test the Control Design. In the case of PO3.2:

• Confirm with the key staff members that a technology infrastructure plan based on IT strategic and tactical plans has been created.

• Review the plan to confirm that it includes such factors as: consistent integrated technologies, business systems architecture and contingency aspects of infrastructure components, transitional and other costs, complexity, technical risks, future flexibility value, and product/vendor sustainability and directions for acquisition of IT assets.

• Enquire with the key staff members and inspect the technology infrastructure plan to confirm that changes in the competitive environment, economies of scale for information systems staffing and investments, and improved interoperability of platforms and applications have been identified.

Some CobiT users may find it useful to look also at the previous 3rd version of the CobiT Management Guidelines where all IT processes are tied to Critical Success Factors, Key Goal Indicators and Key Performance Indicators. It sometimes can serve as an interesting source of inspiration, yet we must remember that it is an out-of-date version.

Problems

While using the generous help of CobiT, an auditor will still face some problems:

Business goals for public administration. At the very start of the ‘Antwerp Funneling’, the state auditor will be asked about the business goals of the audited organization. Commercial provenience of CobiT will not make it easy to answer. As it has already been said, the state is not just a company that is too big because of the variety of goals and products. Where to find them on the BSC oriented list of business goals listed by CobiT
? The goals from the first group, Financial perspective, can be treated as fundamental for each commercial company. If so, we can try replacing them with non-financial fundamentals of government agencies. 

It is true that the first financial business goal – good return on investment – could be understood as ‘more fundamental than financial’ for a commercial entity. It is followed by two other operational goals that are somehow connected with the company’s external policy: business risks related to IT and improvement of corporate governance and transparency.
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Figure 6. Financial group of business goals
(Source: COBIT® 4.1, p.171 - © 2007 IT Governance Institute)

Good return on investment might then be replaced by good value products/services of a Government Agency or Ministry. A wide variety of state commitments would be taken into account here (Figure 1, horizontal line). The problem is that only one IT goal is linked to the above mentioned business goal.

[image: image9.png][elrorce s coseficarcy and s conbion o busress proftaoty:




Figure 7. IT goal 24
(Source: COBIT® 4.1, p.171 - © 2007 IT Governance Institute)

Improvement of IT cost-efficiency and its contribution to business profitability is then connected with PO5 Manage the IT investment and DS6 Identify and allocate costs. According to CobiT, the effectiveness is of primary importance for this IT goal. Efficiency and reliability play a secondary role. 

The IT Governance Institute (ITGITM) provides a slightly different perspective. In Understanding How Business Goals Drive IT Goals (2008), a new combination of business goals and IT goals is proposed. The Provide a good return on (IT-enabled) business investments goal is linked to the two IT goals of primary importance (Improve IT’s cost-efficiency and Optimise the IT infrastructure, resources and capabilities). And there are as many as ten goals of secondary importance: Align the IT strategy to the business strategy, Make sure that IT services are reliable and secure, Provide service offerings and service levels in line with business requirements, Ensure IT compliance with laws and regulations, Translate business functional and control requirements into effective and efficient automated solutions, Deliver projects on time and on budget, meeting quality standards, Account for and protect all IT assets, Offer transparency and understanding of IT costs, benefits and risks, Accomplish proper use of applications, information and technology solutions, Seamlessly integrate applications and technology solutions into business processes. Therefore, in this approach 12 out of 18 IT goals are employed to obtain the basic business goal of a commercial organization.

Still, the ITGI’s view puts without any doubts the Good return on investment among other financial maters in the case of government organizations. In the ITGI Research Report of May 2007, all the business goals of the Government and Healthcare sector are prioritized. The most important was Provide compliancy with external laws and regulations. The Good return is on the 10th position out of 17.

	Rank
	Business goals
	BSC

	1
	Provide compliancy with external laws and regulations
	Fin

	2
	Establish service continuity and availability
	Cust

	3
	Improve customer orientation and service
	Cust

	4
	Manage (IT related) business risks
	Fin

	5
	Improve and maintain business process functionality
	Int

	6
	lmprove financial transparency
	Fin

	7
	Obtain reliable and useful information for strategic decision making
	Cust

	8
	Acquire, develop and maintain skilled and motivated people
	L&G

	9
	Provide compliancy with internal policies
	Int

	10
	Provide a good return on investment of (IT enabled) business investments
	Fin

	11
	Improve and maintain operational and staff productivity
	Int

	12
	Optimise business process costs
	Int

	13
	Enable and Manage business change
	Int

	14
	Achieve cost optimisation of sen/ice delivery
	Cust

	15
	Offer competitive products and services
	Cust

	16
	Create agility in responding to changing business requirements
	Cust

	17
	Identify, enable and manage product and business innovation
	L&G


Source: Prioritising and Linking Business goals and IT goals, May 2007, University of Antwerp Management School ITAG Research Institute, for the IT Governance Institute

Another possibility is to look at public administration goals from the customer perspective. One of the proposals could be to consider Offer competitive products and services. The ITG Report ranks it at a very low position in the case of the government sector – 15th out of 17. The following are ranked much higher: Establish service continuity and availability (2) and Improve customer orientation and service (3). These are very important goals, still they say how to act and not what for.

The third possibility of getting out from the trap might be to add some new business goals which are typical of public administration. To make CobiT still useful, it would be necessary to link new goals with the existing IT goals connected with IT processes.

The third step of ‘Antwerp Funneling’ turns out to be critical. At this stage (tailor the list of IT processes – see p. 7), we often realize that the two previous steps (scope business goals, refine list of related IT processes), even with use of funneling, bring us to an analyzis of the majority of 34 CobiT IT processes. As it is recommended, the RACI chart can be helpful in calibrating the audit at this stage.

Ex ante assurance methodology for ex post auditors. Ex post performance audits, typical of e.g. the Polish SAI, make it difficult to use the CobiT IT Assurance Guide in a straightforward way. If you prepare a review of a project which has been just finished, it is probably less sensible to start with a broad analysis of all business goals and processes, even if they are elaborately funneled. As a matter of fact, in such an approach it will be more important to know from the very beginning of the audit what the serious risks for value of final products are rather than to choose between the more and less critical business goals.

Quality of measures and risks. CobiT puts this matter directly: its content is only a set of practices and proposals which may be helpful but should be accustomed to the need of the particular audit. This support tool will sometimes be really difficult to apply. If you look again at Figure 5, you will probably agree that frequency of meetings and reviews is not convincing as the only measure for such fundamental matter as the activities taken up to Determine Technological Direction. Some general help comes from the IT Assurance Guide exemplary measures, which are intended to support materiality assessment in non-financial means:

• Criticality of the business processes supported by the system or operation

• Cost of the system or operation (i.e. hardware, software, staff, third-party services, overheads, a combination of these)

• Potential cost of errors (possibly in terms of lost sales, warranty claims, irrecoverable development costs, cost of publicity required for warnings, rectification costs, health and safety costs, unnecessarily high costs of production, high wastage, etc.)

• Number of accesses/transactions/inquiries processed per period

• Nature, timing and extent of reports prepared and files maintained

• Nature and quantities of materials handled (e.g. where inventory movements are recorded without values)

• Service level agreement (SLA) requirements and cost of potential penalties

• Penalties for failure to comply with legal and contractual requirements
.

To sum up, CobiT is probably the strongest proposal among the standardized IT management frameworks intended to be a support tool in auditing. Still, some difficulties with solving the problems make it troublesome to use CobiT directly, especially by state ex-post auditors. 

4.4. ValIT

The IT Governance Institute’s Val ITTM initiative “is dedicated to helping enterprises optimise the realisation of value from IT investments”
. It has been invented to complement CobiT. Thanks to the use of Val IT, the organization’s managers should be able to answer the questions that are strategic to the enterprise governance, namely: ‘Are we doing the right things?’ and ‘Are we getting the benefits?’ CobiT will help to answer the following questions ‘Are we doing them the right way?’ and ‘Are we getting them done well?’
 The big picture is as follows:
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Figure 8. The Val ITTM Framework 2.0, p. 25

The processes are analyzed in three groups: value governance (6), portfolio management (6) and investment management (10). The details are presented in a CobiT-like template which exposes metrics in a convenient way, they are not always, however, satisfying.
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Figure 9. Goals and Metrics, PM5 Monitor and report on investment portfolio performance
The Val IT Framework 2.0, p. 62

With Val IT, we are on the business side of IT projects. It should be interesting to state IT auditors, although the following problems of CobiT are still present in Val IT: Business goals for public administration, Ex ante assurance methodology for ex post auditors, Quality of measures and risks. Val IT, to an even greater extent than CobiT, bears a mark of academic research. Some managers would like it to be better polished by a long series of industrial tests iterations, which makes difference as to, e.g. ITIL and Prince2. Nevertheless, this framework is worth to be a source of inspiration and ready-to-use help, and its development should obviously remain within SAIs’ methodological interest. 

4.5. Information Technology Infrastructure Library (ITIL)

Elaborated by the United Kingdom's Office of Government Commerce (OGC), the ITIL focuses on measure recipes rather than on ready measures. It does not mean that the ITIL neglects their importance. Quite the opposite, measurement of all aspects of IT services is emphasized as fundamental for controlling all key processes. In the ITIL v.3 Continual Service Improvement 3.7, the importance of establishing baselines is emphasized. Measurement appears here as a basic tool for improvement decisions, broken down into validating, directing, justifying and intervening. Three key question are asked: “Why are we monitoring and measuring?”, “When do we stop?” and “Is anyone using the data?” They seem to be really good questions not only in the IT service area, don’t they? And there is valuable advice following them: “Every time you produce a report you should ask this question: Do we still need this?”.

The answer is found as soon as the Critical Success Factors (CSF) are identified to form the base for appropriate development of KPIs
. This reasonable framework for measures construction is continued in the 7-step circular method:

1. Define what you should measure.

2. Define what you can measure.

3. Gather the data.

4. Process the data.

5. Analyze the data.

6. Present and use the information.

7. Implement a corrective action.

Then, in chapter 4.3, the role of three main groups of service measures is emphasized: availability, reliability and performance.

Development of an own Service Measurement Framework at different levels is then advised. The ITIL manual goes through technically specific areas (4.3.3) which lead to the following reflections: Effective service measures concentrate on a few vital, meaningful indicators that are economical, quantitative and usable for the desired results, and: In fact many IT organizations measure far too many things that have little or no value (4.3.4). Practical management experience will support this view. It is in opposition to the approach of the KPI Library (as many measures of as many areas as possible). At this point it is worth wondering whether they can be successfully combined.
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Source: http://kpilibrary.com, 14 January 2010

Probably the quality of particular measurements vis-à-vis our audit objectives will decide. On the whole, the ITIL will be a priceless tool in understanding and measuring IT services. Its strength comes from a great number of practical implementations. If the auditee implements it in a proper way, the auditor has ready-made measures and indicators covered by SLAs and OLAs
. But if not, the auditor is forced to construct his or her own measures or to reduce recommendations to formal organizational remarks without the knowledge of the real efficiency of services.

4.6. Prince2 and MSP

Two other OGC products are the following: the universal project and program management framework (PRojects IN Controlled Environments – Prince2) and the Managing Successful Programmes (MSP). The elder brother of the two, Prince2, has been recently reengineered and issued in the improved 2009 version, trying to escape suffocating criticism for its over-bureaucratic approach. It does not propose any set of measures but it can be useful as a list of organizational roles, registers, logs and reports which are critical for every IT and non-IT project. Communication between the project management and business is one of the main areas Prince2 focuses on in a very thorough way. The authors of P2 are very proud of the number of implementations, good rapport with industrial users, and the key role of practical use in refining methodology. 

Much younger, and probably yet less stable MSP is very interesting as a strategic level management support tool. The analogy between CobiT and Val IT is noticeable. Among the ideas which emerged in the MSP, special attention should be paid to its benefits for the management. It is difficult to find a similarly serious and detailed approach to their analysis, consulting and monitoring.

4.7. Guide to the Assessment of IT General Controls Scope based on Risk (GAIT)

GAIT is a method used to identify the key IT control objectives supporting effective and efficient scope for annual assessments of internal control over financial reporting required by Section 404 of the Sarbanes-Oxley Act of 2002. The users of GAIT will employ other tools, such as COBIT, to identify and then assess specific ITGC key controls. 

GAIT’s principles are based on the top-down and risk based approach, critical IT functionality in financially significant applications and focus on various IT layers: application programme code. The risks should be mitigated by achieving IT control objectives, rather than individual controls. GAIT emphasizes the importance of integrated assessment teams formed by IT and business experts.

Business experts alone will not appreciate the technical IT aspects and IT experts alone may not have a sufficient understanding of the extent of reliance on IT functionality.

Measures seem to be of no interest to GAIT. Nevertheless, this methodology should be considered by state IT auditors because of its precise step-by-step assessment method. The PCAOB
 Auditing Standard Number 5 procedure is complemented by GAIT with three steps: 

· Identify/validate critical IT functionality

· Identify (significant) applications where ITGC need to be tested

· Identify ITGC process risks and related control objectives.

As an IIA approach, GAIT is commonly used by the community of internal auditors who are developing an IT audit approach very intensely.

5. Maturity models

Prince2 and the MSP do not have any auditing module similar to the CobiT’s Assurance Guide. This gap is filled, to some extent, with the OGC’s Portfolio, Programme, and Project Management Maturity Model (P3M3). After the years of intense development, this elaborated approach has become one of the Office’s main frameworks, and is intended to provide a tool “with which organisations can assess their current performance and put in place improvement plans”
. 

In CobiT, maturity models
 are attached to every process, in Val IT to all groups of processes. There are six grades of maturity defined: 0 – non-existent, 1 – initial, 2 – repeatable, 3 – defined process, 4 – managed and measurable, 5 – optimized. They are suggested as a sort of by-pass if the meticulous analysis of all details and metrics of critical processes turns out to be too expensive in terms of time and workload. 

Maturity models can be applied directly to benchmarking rather than to state auditors’ needs. Nonetheless, they can be useful as a review of problems which are to be solved on the business side. For instance, coming back to the example of CobiT PO3 (Determine Technological Direction) in the description of level 1 of the maturity model:

“Technology directions are driven by the often contradictory product evolution plans of hardware, systems software and applications software vendors.”

Is it not a risk so frequent and serious that it should be taken into account in IT auditing of each state agency?

6. Conclusions

The Polish SAI (NIK) does not see a possibility of uncritical, direct use of any of above mentioned frameworks and good practices in the measurement of audited performance. It is decided by the nature of the auditee (the state) and ex-post nature of the NIK’s audits. The NIK’s scepticism does not mean the lack of interest. On the contrary, the Polish SAI is a strong proponent of extensive use of methods and practices invented by the commercial sector to assess and measure IT effectiveness. What they need is tailoring so that they are efficient in fulfilling the mission of the given SAI. 

In the case of the NIK, the first step in the auditor’s work is to assess the value of product or service vis-à-vis its costs and public expectations. Then, if failures or bad practices are found, an analysis of processes should provide an answer to the following question “What went wrong, why and how to avoid it in the future?” The trail of the audit would be then:

1. At the planning stage: 

a. choose products and services that should be analyzed,

b. assess risks of their value being substandard and plan how it should be verified,

c. plan an in-depth analysis if any inconsistence with the needs, plans or cost limits is found.

2. At the engagement stage, describe each finding with the use of the approach foreseen in 2.c. 

CobiT or/and other methodologies will be helpful in analysing IT processes which failed to produce a proper value product or service. The question still remains how to measure the value of some products, for instance the IT systems functionality. 

What is more, state IT investments need state scale measures. They are incomparable with commercial entities because it is often very difficult to express achievements of the state, such as the level of internal security or quality of health services, in terms of money. They can be compared in various states and this is an open area for professional organizations such as INTOSAI or its regional groups. Here, further acquisition and monitoring of concepts created by the industry is unavoidable, as well as the development of a state-oriented approach. It is also possible that we will witness an increasing role of state audits focusing on IT projects, programmes or strategies rather than on application or security, which should remain within the remit of internal and commercial auditors.
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